ANNUAL REPORT
2014/2015







STATEINFORMATION
TECHNOLOGY AGENCY
(SITA)

ANNUAL REPORT




CONTENTS

List of Abbreviations/ ACrONYMS . . . . . . . . iv
Foreword by the Minister . . . . . . . ... . . v
Administrative Information. . . . . .. .. Vi
PART A: STRATEGIC OVERVIEW . . . . ... . . . . .. 1
Vision, Mission and Corporate Values. . . . . ... ... ... . e 2
legislative Mandates . .. .. ... . . . 3
Organisational Structure . . . . . . . .. e 5
Foreword by the Chairperson . . . . .. ... . 6
Chief Executive Officers Overview . . . . .. .. . 9
Statement of Responsibility and Confirmation of Accuracy . . .. ....... ... .. ...... 12
PART B: PERFORVMANCE INFORMATION . .. ... ... . ... .. .. ...... 13
Auditor-General’'s Report: Predetermined Objectives . . .. .. .. ... ... ... .. ... . ... 14
Situational Analysis. . . . . . . . e 14
Performance Information by Programme . . . . .. .. .. ... 21

Revenue Collection . . . . . . . . e 28



Internal Control. . . . . . . . e e 53

Compliance with laws and Regulations. . . . .. ... ... . .. . . . 54
Fraud and Corruption . . . . .. . . e 55
Minimising Conflict of Interest . . . . . . . . ... 56
Code of Conduct . . . .. .. 57
Company SeCretary . . . .. ... e 58
PART D: HUMAN CAPITALMANAGEMENT. ... ... ... .. ... ...... 59
Human Resource Oversight Statistics ... ... ... .. . .. . . . 65
Health Safety And Environmental Issues . . . . . . ... ... . 70
Social Responsibility . . . . . ... 70
PART E: ANNUALFINANCIALSTATEMENTS . . .. ... .. ... ... ...... 71
Statement of Responsibility by the Board of Directors . . . .. .......... . ... . ....... 72
Report by the Chief Executive Officer . . . . . . . ... . . e 73
Report of Social and Bthics Committee. . . . . . ... ... ... . . 89
Report of the Audit, Rsk and Compliance Committee . . . . ... ... ... ... .......... 91

Report of the Auditor-General to Parliament on the State Information Technology Agency Soc Limited. . 94



LST OF ABBREVIATIONS/ ACRONYMS

AFS

APP

ARCC

BEE

CAPEX

CEO

CMMI

DBE

DHET

DoD

DoH

DHA

DPSA

DPW

DTPS

EAP

EVP

EXCO

GIS

NDAD

Annual Fnancial Statements

Annual Performance Han

Audit, Ask and Compliance Committee
Black Economic Empowerment

Capital Expenditure

Chief Executive Ofl'ebr

Capability Maturity Model Integration
Department of Basic Education
Department of Higher Education
Department of Defence

Department of Health

Department of Home Affairs
Department of Rublic Service and Administration

Department of Public W orks

Department of Telecommunications and Postal Services

Employee Assistance Programme
Enterprise Content Management
Employment Equity

Enterprise Resource Aanning
Employee Value Proposition
Executive Committee

Geographical Information System

N AnAavallhs DAAaAaAanica~aAd AAa~nAaiintinAa DrAaAbAA

LAN

MIOS

MLP

MTSF

NGN

NDP

NPA

NT

OHI

OSMm

P-CMM

PAMA

PFSC

PTN

SAPS

SARS

SASSA

SCM

SCoPA

Information Technology

Llocal Area Network

Minimum Interoperability Standards
Management Letter Points

Medium Term Strategic Framework
New Generation N etwork
National Development Aan
National Prosecuting Authority
National Treasury

Operational Health Index

Original Software Manufacturer
People Capability Maturity Model
Rublic Fnance Management Act
Projects and Fnancial Sustainability Committee
Public Telecommunications N etwork
PicewaterhouseCoopers

Request for Quotation

South African Police Services

South African Revenue Service
South African Social Security Agency
Supply Chain Management

Standing Committee on Rublic Accounts

tAatAa NMunrnAad M ArmAA L



FOREW ORD BY THE MIN ISTER

Dr Siyabonga Cwele

Minister of Telecommunicationsand Fostal Services

In line with international trends, the availability and wide use of information and communicationstechnologies
(ICTy) is critical for South Africa’s socio-economic development and global competitiveness. Accessto ICTs will
ensure the radical socio-economic transformation of our society, thus alowing us to deal with the eliehts of
persistent unemployment, inequality and poverty prolonged by the legacy of apartheid. STAisacritical vehicle
for delivering the complex and much needed ICT services to South Africa’s citizens, particularly in the areas of
broadband, cybersecurity and e-Government.

In the National Development Pan (NDP), government committed to achieve 100% broadband penetration by
2020. Phase 1 of the broadband rollout, to eight rural districts, was announced by President Zumain his Sate of
Nation Addressin February 2015. Broadband rollout is a huge but urgent project, which must not be delayed if
we are to remain globally competitive, and STA hasto play a pivotal role in driving thisinitiative.

With the expansion of ICT systems and coverage, good cybersecurity is essential. South Africa hasimplemented
a number of strategic and tactical interventions, including the approval of National Cybersecurity Policy
Framework (NCPF) on 7 March 2012. The aim is, among others, to promote a cybersecurity culture, demand
compliance with minimum security standards, and ensure adequate national capacity to develop and protect
ourcyberspace. In thisregard, STAhasto bethe go-to provider of end-to-end servicesfor secure [Tenvironments.

CGovernment hasmandated STA to prioritise e-Government and to drive aprogramme of action that will ensure
that, by 2019, at least 70% of public-facing services are accessible online to citizens. The focus is on frontline
departmentsand those entitiesdealing with critical data and archivesin a secured environment. Through smart
partnerships with social partners and the private sector, STA hasthe opportunity to enhance our connectivity
elibkts, sill our citizens and consolidate e-Government and related e-strategies.
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VISION, MISSION AND CORPORATE VALUES

@ VISION

To be the lead Information and Communications Technology (ICT) agency in public service delivery.

@ mission

To render an el‘dient and value-added ICT service to the public sector in a secure, cost-el&ktive and
integrated manner, contributing to service delivery and citizen convenience.

—@ VALUES

Inthe quest to achieve itsmission and vision, STA has adopted and seeksto promote the following values:

+ Service Excellence. We shall strive to attain internationally recognised standards of service quality,
and maintain continuousimprovement in service delivery.

» Transparency. We shall always ensure transparency in everything we do in order to build trust and
conl'dence with all our stakeholders.

+ Integrity. We shall conduct our businesswith integrity at all timesto inculcate a culture of honesty,
respect and accountability among all our employees.

» Fairness. We shall treat al our partners, our suppliersand our employees with fairness at all times.

» Prudence. We shall exercise prudence and economy in running the business of STA and in




LEGISLATIVE MANDATES

STAisestablished in termsof the SITA Act (No. 88 of 1998) as amended, and its mandate Is informed by the
recommendations of the Fresidential Review Commission of 1998. In executing its role, SITA is also guided by
the following legislation and regulations.

» STA Regulations of 2005

» Bectronic Communication Act (No. 36 of 2005)

* Rublic Anance Management Act (PFMA) (No. 1 of 1999)

»  CompaniesAct (No. 71 of 2008)

» Rublic Service Act (No. 103 of 1994), as amended by Public Service (Amendment) Act (No. 30 of 2007)

» Bectronic Communication and Transactions Act (No. 21 of 2002)

» National Key Points Act (No. 102 of 1980), asamended by National Key Points Amendment Act (No. 47 of 1985)
» Preferential Procurement Policy Framework Act (No. 5 of 2000)

» Government IT House of Values, as contained in e-Government policy’

» The Machinery of Government (May 2003)?

*  Minimum Interoperability Sandards (MIOS

*  Minimum Information Security Sandards

Constitution of the Republic of South Africa Act (No. 108 of 1996),
as amended

Asapublic enterprise, ITA is subject to the following mandates outlined in Chapter 10:

Section 195: Basic values and principles governing public administration

1. Rublic administration must be governed by the democratic values and principles enshrined in the
Constitution, including the following principles:
a. Ahigh standard of professional ethics must be promoted and maintained.
b. EIdient,economic and el&ktive use of resources must be promoted.

r  Rihlic adminigratinn mi it hea develnnment-nriented



g. Transparency must be fostered by providing the public with timely, accessible and accurate information.

h. Good human resource management and career-development practices, to maximise human potential,
must be cultivated.

i. Public administration must be broadly representative of the South African people, with employment
and personnel management practices based on ability, objectivity, fairness, and the need to redressthe
imbalances of the past to achieve broad representation.

Section 217: Procurement

1. When an organ of state in the national, provincial or local sohere of government, or any other institution
identil’&l in the national legislation, contracts for goods or services, it must do so in accordance with a
system which is fair, equitable, transparent, competitive and cost-eliektive.

2. Subsection (1) does not prevent the organs of state or ingtitutions referred to in that subsection from
implementing a procurement policy providing for the following:
a. Categories of preference in the alocation of contracts.
b. Protection or advancement of persons, or categories of persons, disadvantaged by unfair discrimination.

3. National legidlation must prescribe aframework within which the policy referred to in subsection (2) must
beimplemented.

SITA Act (No. 88 of 1998), as amended by Act (No. 38 of 2002)

According to the Act, the agency’s objectsare:

a. Toimprove service delivery to the public through the provision of information technology, information
systemsand related servicesin amaintained information system security environment to the departments
and public bodies; and

b. To promote the el“diency of departments and public bodies through the use of information technology.

STAslisted as a Schedule 3A National Public Entity in terms of the PAMA. Government isthe sole shareholder
of 9TA, and the Minister of Telecommunications and Postal Services exercises the custodian rights attached to
the shareholder on behalf of the Sate. Although STA, asa PAVIA Schedule 3A entity, does not have to conclude
a compact with the shareholder, a shareholder performance compact was concluded between STA and the
shareholder. The compact details the agreed key performance objectives and indicators for the organisation.



ORGANISATIONAL STRUCTURE
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FOREWORD BY THE CHAIRPERSON

J S Vilakazi

Chairman of the Board of Directors

The information and communications technology (ICT) sector is a critical contributor to the country’seconomic
growth. SITA has a significant opportunity to expand its reach and impact, and to play a much larger role in
helping deliver South Africa’s ICT ambitions. For that, and to reach its full potential, STA needs to enable
government departmentsto deliver elldient and el‘ektive servicesto citizensthrough ICT.

Covernment’s adoption of the National Development Flan (NDP) as a roadmap continues to be the point of
departure for al state departments, including STA, to deliver the key national strategic priorities of poverty
eradication, improved economic growth and social development. ICT is central to making these endeavours a
reality for citizens, through enabling service delivery and contributing to modernising the state.

As ICT continues to transform the global environment, STA has an ever-increasing role to play in assisting the
South African government to deliver relevant and accessible servicesto itscitizensthrough the el‘gbtive use of
ICT goods and services. Therefore, following its transfer to the Department of Telecommunications and Postal
Service (DTPS) in July 2014, STA streamlined its focus towards achieving integrated e-Government services,
government data security and IT procurement for government. Attaining these ICT priorities will not only
modernise government in line with international standards but will also reclaim STAs vision of being a leading
ICT Agency.

On 1 April 2015, Dr Mohapi joined as CEO to lead the execution of the Board-delinbd and approved strategy.
STA has honed its capabilities and competencies to support the strategic plan, which resulted in pleasing

nroarace in imnlemeaentinn the dratenie initiativee niitlined in the atratenv



STA will continue to support government in its elfakts to reduce fragmentation and duplication in the ICT sector
through the Sate Owned Companies (S30C) rationalisation programme. Thisprogrammeisaimed at aligning SOCs
in al spheres of government in order to achieve the country’sdevelopmental objectives and aspirations.

STA, the DTPSand the Department of Public Service and Administration are collaborating on prioritising the
e-enablement of at least services by 2019 to meet the Medium Term Srategic Framework, Qutcome 12,
Sub-outcome 4, Action number 6 ‘“‘prioritised services e-enabled”:
Information technology (IT) is an important tool for improving service delivery. For example, IT can be used to
make services more accessible, reduce the cost of accessing services, streamline administrative processes and
improve turnaround times, and strengthen accountability and responsiveness. To achieve these objectivesit is
important that ITsystems are tailored to specil€lareas of service delivery. Government will therefore identify and

prioritise those areas where IT hasthe greatest potential to improve accessto services.

Our e-Government programme will enable government to work more elfidiently, strengthen public service
delivery and enhance communication channels with citizens. Our approved procurement strategic plan will
result in el&ttive and integrated ICT supply chain management and will improve STAs turnaround time from
entry to exit. In partnership with the Department of Higher Education and Training and Umalusi, we are fully
committed to ensuring that the certilehte distribution backlog of National Certiliehtion Vocational (NCV) is
reduced from 192 000 to zero by the end of 2015 and maintained as such going forward. The teamsworking on
thisproject are addressing systemsand processesto ensure that students job-seeking prospects are not further
hampered by the absence or unavailability of their hard-earned certil'chtes. STA aspires to achieve aclean audit
by 2016-2017 and to move from a risk management maturity level 4 to 4+ by 2016-2017.

Public expenditure on ICTin South Africa amounts billions of Rands. How this money is spent and the quality
of servicesit providesiscritically important to usall, asusers of services and astaxpayers. Therefore, we all need
the governance of our SOCs to be of a high standard: good governance leads to good management, good
performance, good stewardship of public money, good public engagement and, ultimately, good outcomes.
As the people responsible for STA's governance (its leadership, direction and control), the Board of Directors
has sought to addressthe purpose and objectives of ITA and workin the public interest. It has strived to bring

ahatit nadtive altenmee far the ritizane af thie ratintrvy the 1ltimate henal Bariee af Gavernment 1CT



| would like to extend my appreciation to my fellow board members for their contribution and judicious
oversight, and to thank our loyal customersand stakeholdersfor their support. My thanks also go to the sta fbr
building an organisation that continues to maintain and support key state information systems, thereby
propelling STAto play a strategic role in the developmental agenda of our country.

Fnally, | would like to take this opportunity to thank the shareholder representative, Minister of
Telecommunications and Postal Services, Dr Syabonga Owele (MP), for hisleadership and for entrusting uswith
the responsbility to preside over STA asits Board of Directors, and the Deputy Minister, Prof Hiengiwe Mkhize
(MP) for her guidance and stewardship. They both made the board’s performance of STA's tasks lighter. | also
extend my gratitude to the Chairperson of the Portfolio Committee on Telecommunicationsand Postal Service,
Honourable Ms Mmamoloko Kubayi (MP) and members of the Committee for their continued support and
counsel. And of course, in welcoming Dr Mohapi, | also would like to thank the former CEO of JTA, Mr Freeman
Nomvalo, for his services during histenure that ended with the [inbncial year.

/‘E%G.luh:‘
=
JSVilakazi
Chairman of the Board of Directors

Sate Information Technology Agency SOCLimited (STA)
29 duly 2015



CHIEF EXECUTIVE OFFICER'S OVERVIEW

Dr S JMohapi
Chief Executive Office

STAsstrategic and operational initiatives must be centred on improving the effectiveness and efficiency of the

public sector to enable service delivery to the citizens. We are well on our journey of implementing our strategic

plan, which aimsto improve customer services and create a high-performance organisation, through:

* Becoming customer-led, served by highly motivated and skilled employees

» Radically improving and transforming procurement systems and processes

» Developing and implementing integrated e-Government servicesin partnership with our customersand
in alignment with the Medium Term Srategic Framework (MTSF)

* Modernising and upgrading infrastructure, and improving the security of government data assets

Implementing Strategic Imperatives

At 35%, customer satisfaction was at an al-time low, with complaints in STAs key areas of supply chain
management (SCM), solution development and infrastructure services. We have recognised the urgent need to
be more customer-led, and to understand and proactively manage customer requirements. Thisiswhy we are
developing and implementing a customer engagement model, which will bring the customer and STA closer
to each other. The aim is on getting the basicsright: strengthening communication to customers, delivering at
the lowest cost possible and honouring commitments made.

The procurement function is another area that has experienced challenges over the year, and we recognised
the need to tackle the root causesrather than the symptoms. Therefore, acomprehensive procurement strategic

nlan wae devaelnned ac a rnadman and haced nn worlAd-rlace nract irement hedt nrarticee Niirina 2014/18 nn



Our commitment to deliver e-Servicesisformulated in the STA Srategic Plan and e-Government Plan of Action.

In 2014/15, we [inlshed developing seven e-Services, two of which were successfully launched to the customer.

» The Tender Portal waslaunched on 1 April 2015, in collaboration with National Treasury. Thiscentral portal
iswhere all government tenders are published. Its objective isto eliminate duplication and fragmentation
of government tenders, aswell asto establish a central supplier database that consolidates supplier
information across all spheres of government.

» The Hectronic Case (or e-Case) service was successfully piloted at the Benoni Court in January 2015. ECase
integrates processes of the South African Police Services (SAPS), the Departments of Justice and
Correctional Services, and the National Prosecuting Authority (NPA).

For 2015/16, e-Services will be aligned to the outcomes del'akd in the MTSF 20142019 and will focus on the
government’s socio-economic priorities.

To enable the delivery of e-Services, we are investing in modernising the government data centres and
upgrading the next generation network capacity in line with SA Connect Targets. We are also investing in human
capital because, ascustodian of government’sdata, we have to be at the forefront of defence against ICT security
threats. This requires having sulfdient highly capable and skilled personnel in the [elds of information security
and cyber security, to ensure the security of the government’sinformation systems.

Only with highly skilled, committed and motivated employees can we achieve our grategic imperatives. In
March 2015, an Operational Health Index (OHI) survey was undertaken to evaluate the internal environment and
had aresponse rate of 40% Compared to the previous OHl survey (in 2014), STAimproved itshealth score by 10
points, whereas organisations typically aspire for a four-point improvement over a year. However, although
signil&hntly improved, the agency’s health remains weak compared to regional and industry peers. This means
that we still have to do more if STA isto become a high-performance agency for today and the future. We have
addressed the matter of employees who were displaced during the organisational restructuring, and all
employees are now able to focus on the crucial element of service delivery to our customers.

Bridging the Digital Divide
STAispassionate about improving the lives of citizens and bridging the digital divide. This year, 60 students (40

female and 20 male) were niven the nnnartiinitv tn fiirther their ICT <hiidiec at rernnanieed hinher learninn



Improving Internal Controls

In 2013/14,the Auditor-General’sreport highlighted anumber of Management Letter Points (MLPs) that pointed
towards del'elencies in STAs internal controls, in particular in relation to supply chain management, IT and
business continuity arrangements, and capital expenditure management.

Aspart of STAsongoing drive to improve the agency’sgovernance and internal controls,anumber of initiatives
were implemented during the year to address the MLPs and avoid a repeat of the [Abings. While further
improvement is required, we are committed to achieving a clean audit report in the next [hbncial year. The
maturity level of risk management implementation in the agency isat 3+.

Looking to the Future

STA is an economically viable public entity that, for the 16 years of its existence, hasbeen a growing concern
funded through the rates and tariligkcharged to its customersfor services rendered. The funds collected provide
STA with the resources to meet its operational and capital expenditure requirements. For the year ended 31
March 2015, STA has a net surplus after tax of R144.289-million, or 2.8% of the F56.090-billion total revenue
generated. Thisequatesto an 8.54%year-on-year growth. The net surplusof R144.289-million will enable STA to
further invest in infrastructure maintenance and upgrades in order to generate future identiCable streams of
sustainable revenue, thereby enhancing our services. STAs operating costsincreased by 16% year-on-year.

The time for del‘alng strategiesis behind us. We are all focused on coordination and execution, asthese actions
will ensure that STA delivers value to Government and itscitizens.

Iwould like to extend my sincerest appreciation to the STA Board and the employeesfor their commitment and

support in the time that | have been at the agency. | look forward to the journey ahead and am grateful and
humbled by the opportunity to serve in such a critical and strategic entity.

Pt B



STATEMENT OF RESPON SIBILUTY AND
CONFIRMATION OF ACCURACY

We the undersigned do hereby confirm that:

The information and amounts disclosed in this Report are consistent with the Annual
Financial Statements (AFS) as audited by the Auditor-General,
« This Report is complete, accurate and free from any omissions.
The Report has been prepared in accordance with National Treasury’s guidelines on annual reporting.
The AFS (Part E) have been prepared in accordance with the Generally Recognised Accounting Practice
(GRAP) applicable to SITA.
SITA's Board of Directors is the Accounting Authority of the entity and is responsible both for the
preparation of the AFS and for the judgements made based on the information contained in the AFS
The Accounting Authority is responsible for establishing and implementing a system of internal controls,
which has been designed to provide reasonable assurance asto the integrity and reliability of the
performance information, the human resources information and the AFS
» The Auditor-General is engaged to express an independent opinion on STAS AFS

In the opinion of the Accounting Authority, the Report fairly rel ‘ebtsthe operations, the performanceinformation,
the human resourcesinformation and the [abncial a"alrs of STA for the [Abncial year ended 31 March 2015.

Yoursfaithfully

SJMohapi (Dr) JVilakazi (Mr.)
Chief Executive Oficer Chairman of the Board of Directors
14 August 2015 14 August 2015

Sate Information Technology Agency SOCLtd

Sate Information Technology Agency SOCLid






AUDITOR-GENERAL'S REPORT:
PREDETERMINED OBJECTIVES

The Auditor-General has audited the performance information for usefulness and reliability,
compliance with laws and regulations, and internal control, but an opinion is not expressed on the

performance information. See Part E, page 94 for the Auditor-General’s Report.

SITUATIONAL ANALYSIS

Service Delivery Environment

Following its transfer in July 2014 to the Department of Telecommunications and Postal Service (DTPS), STA
integrated the following eGovernment and cyber-security prioritiesinto its ICT Service Delivery Portfolios:

» e-Covernment (including new [T service delivery model and solution integration)

+ consolidation and modernisation of data centres

» upgrade of bandwidth and network

» design and implementation of security system

Table 1: Progress of initiatives introduced in 2014/ 15

PLANNEDACTIMTIES ACHEVEVENTSAS EIARTH2015

Initiative 8: consolidation and modernisation of data centres. Thisisto provide the strong foundation required by e-Covernment.

Short-term: Addressthe challenges caused by + Emergency power plant at the main data centre was stabilised.
extended electrical power outages (load-shedding) that
places prolonged strain on the emergency and standby
electrical power plantsof the critica datacentresand

+ An additiona interim disaster recovery centre was secured for the
Department of Home Aalrs (DHA), to mitigate the risk of government
misson-aritical ICT svsdemsbeina adversalv 4 &fted bv nrolonaed nower




PLANNEDACTIMTIES AHBVEVENTSASLEIARH2015

Severd projectsare planned over the medium-term,
withthe aim of:

+ Eganding the secure government network coverage
to underserviced aress.

+ Upgrading the network bandwidth to meet South
Africds broadband policy targets

« Modernising the network service o #ling to
government in ahigh-secure networking
environment.

BEqanding network coverage to rural and underservices
aressremainsachallenge.

* Renewed service provider contractswith Telkom SA (last-mile) and with
Broadband-Infraco (core network connectivity) to provide core network
connectivity at increased bandwidth and reduced cogt

« Edablished anew secure high-speed internet service for use by
govemment at signil &ntly reduced cost.

« Gommenced the upgrade of the critical core network at 24 switching
centres (planned completion Sgptember 2015).

* Implemented the new high speed internet service.

« Fadlitated the [tst major broadband roll-out contract for the Westem
Cype Provindial Government, to about 2000 government ol “desand
public service outlets (induding +/-1100 public schoolsand =/-300
health facilities With this expansion, the government secure network
covers gpproximately 9000 government ol “des and public service outlets
acrossthe country.

* Implemented redundancy measuresd criticd public senvice outletsto mitigate
theriksof network falurescaused by power-shedding and copper theft.

Initiative 10: Design and Implement Security System. Thisisto protect againgt cyber-security threzts, especialy those directed at
gaining accessto or destroying sensitive government data assets

Short-term projectsincdude

* Ehandng security measures a datacentre faglitiesto
comply with the Netiond Key Roint Act.

 Oonsolidating severa security functionsin STAinto
aunil&di, highly skilled information-security business
unit capable of securing government’scritica ICT
infrastructures

* Raisng security awarenessthrough campaigns

* Responding to high-risk areasthat are particularly
wulnerable to cyber-atack, such asgovernment
websites and interfacesto the internet and other
non-government ingtitutions

« Rviewina nrocesesto reanond better to seatiritv

» Maintained postion asthe entity with the second highest percentage of
valid security clearance rating of personnel acrossdl of government and
parastata entities (the highest isthe Sate Security Agency).

« Enhanoed several physical security measuresin and around
buildings and data centresin line with the Netiona Key Roints Act
prescripts




PLANNEDACTIMTIES ACHBBAVENTSASLEARGH2015

Initiative 11: e-Government. Thisisinformed by the NDPand the MTS-2014-2019, and aligned to intemationa best practice.

2014/15. Establishment of e-Service technology
platforms and development of six basic e-Servicesto
demonstrate the platform cgpability. Gtizensand public
service ol ‘diaswill be able to start doing businesswith
government online using these e-Services such asapply
online for beneltd permits, grantsor licences

2015/16. An enhanced transversal e-Service
technology platform and 15 additiond basic e-Services
that enable dataand work Bl to be integrated vertically
into departmental sysems

2016/17. Detasharing acrossdepatmentsand [
ocomplexe-Sarvicesthat are adletointegrate dataand
work Blv across i élent departmental systems

2017/18. Government data hub that enables
government to edtablish a“single view of the citizen”
across severd departments.

+ 1xe-Government platform that allowscitizensto [Lin forms

electronically and submit to government departments

2x platformsthat provide atechnology environment where e-Services
can be developed and deployed in government.

2 x e-Services acoepted by customers: (j)National Treasury’s electronic
tender portd that providesa centra place where al government tenders
are published and acentral supplier database. (ii)LEbiIot of the Hectronic
Case (e-Case) service that processesdataand workl v between SAPS
Department of Justice and Nationa Rosecuting Authority.

5xe-Srvicesarein process of customer acceptance: 3x online
applications for grants (Qty of Johannesburg), permits (Department of
Environmental Al'&rs) and housing subsidies (Department of Human
Settlements); 1 x online enquiry for vacancies (SAPS; 1 x online
regigtration as military veterans (Department of Military \eterans).

Organisational Environment

Cabinet approved the appointment of Dr Setumo Mohapi as STA's new Chief Executive Olider (CEO) with e[‘ékt
from 1 April 2015to 31 March 2019. The previous CEO (Mr Nomvalo) completed his contract on 31 March 2015,
and the transition was smooth and swift, which isimportant for business continuity.
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During 2014/15, no proven cases of corruption came to light, but STA is alive to the threat of corruption and
other unethical behaviour being perpetrated within and against the organisation. To thisend, anumber of anti-
corruption initiatives have been implemented in order to deter and detect instances of unethical behaviour.
Central to these initiativesis STA'sindependently operated Bhics Line, where employees can report alegations
of unethical behaviour within the organisation. The BhicsLine issupported by appropriate internal and externa
resources, to ensure all reported allegations of unethical behaviour are fully investigated and resolved.

Key Policy Developments and Legislative Changes

The 7 May 2014 elections resulted in a new mandate for Government and new priorities for STA, involving a
greater focuson the National Broadband Policy (SA Connect), accelerated expansion of e-Government services,
the coordination and streamlining of public entities in the sector, and a recon[glired department that would
ensurepolicy and regulatory certainty within the ICTsector. In July 2014, and in termsof Presidential Proclamation
No. 47 of 2014 dated 15 July 2014, the Executive Authority of STA was transferred from the Minister of Public
Service Administration to the Minister of Telecommunications and Postal Services.

On 30 April 2014, the then Minister of Rublic Service and Administration and Executive Authority of STA, Dr
Lindiwe Ssulu, approved the agency’s 20142019 Corporate Srategy, 2014/2015 Annual Performance Flan
(APP) and 2014/2015 Corporate Balanced Scorecard. Following the May 2014 elections, Minister Collins Chabane
replaced Dr Ssulu asMinister of Public Service and Administration. Therefore, STAsapproved Corporate Srategy,
Annual Performance Plan and Corporate Balanced Scorecard were tabled before Parliament on 26 May 2014
under the auspices of Minister Collins Chabane.

SQubsequently, the agency’s Corporate Srategy, APPand Corporate Balanced Scorecard were reviewed, to bring
them in line with the new mandate of Government and the priorities of the new Executive Authority. The review
also took advantage of the opportunity to rationalise the Scorecard, which hasbeen approved by the STA Board
of Directors.

SITA’s Transformation Journey

STAs value proposition is derived from the Government ICT House of Values. It is about:
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FHgure 1: SITA’s transformation journey

SITA’s transformation journey will be implemented through 22 initiatives

across 4 key categories

0 Implement contract tracking & management system
e Implement new approach to technical specil&htions
@ Launch new procurement process

© Establish contact model

@ Launch On-line Bying

@ Introduce new organisation model

N

‘ Revise STAs procurement policies

Procurement

OR

r Sl

@ Create trangparency on cost

Business
0 Integrate and automate [Abnce " Enablers
and procurement process
\.___|

@ Develop and implement new
customer engagement model

@ Recruit top talent to STA

@3 PMO Strategy Institutionalization

N

S

@ Consolidate & modernise
datacentres

© Upgrade bandwidth & network

{0 Design and impliment security
system

@ New T Service Delivery Model
Yystem Integrated & e0CGov

(® Build internal capabilities

|

ECov & \ Design and implement retained
ITService organisation (contract exturnal
e \ Portfolio | assistance)
l|
TA
J
\.._: J,-" Create acustomer centric
'\ Organisational organisation
Health /

@ Reward and recognise exeptional
performance

@ Impliment HPO across organisation

@ Empower STAzensto fully
leverage their capabilities
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Table 2: SITA’s [&b-year plan

20142015

STABILISATICN

20152016

SUSTANABILITY

20162017
BEXAILBENE

201712018

GOV/TDATAHUB

 Employee recognition
programme launched
(16]

eProcurement tools
developed [2]

New procurement
organisational model
adopted [7]

New ITservices
delivery models
implemented [9-12]

Killsand leadership
programme rolled
out [18]

Performance
management system
implemented [16]

Building new Data
Centrestier 4[9]

Framework contracts
for top 5 commodities
in place[5]

Interim disaster
recovery data centre
ste established [9]

Bandwidth upgraded

r{ni

» Datacentre certiéed
Tier 3[9]

» STAzon rolled out to
all dients[6]

« FRully gedged Qoud
Service provider
[9-13]

+ Migrationto IT
services organisation
structure completed
(retained
organisation) [13,14]

« Ensure highly secure
integration and
interoperability of
government Systems
[9-13]

* Ensure multiple
platformsand access
channels[9-13]

» Provideinfrastructure

and platformasa
service[9-13]

+ EnsureTVdue
Management [19-20]

+ Build government
processrepository
[9-12]

+ Build government
processoptimisation
and continuous
improvement
practice [9-12]




2.5 Strategic Outcome-Oriented Goals

STA has six strategic programmes, each aligned to a strategic goal, as shown in Table 2.

Table 3: Strategic programmes and goals

STRATEA CPROGRAMIVE GAS

To addressdl issuesrelaing to delayed procurement turnaround
Programme 1: Frocurement times removing customer pain points and transforming the
procurement function.

To provide high-qudity IT servicesto enable government to deliver

Programme 2: Service Delivery elidient and convenient servicesthrough the use of ICT.

To optimise the provision of ITAs ITinfrastructure servicesin order
Programme 3: Infrastructure and Gybersecurity toincrease availability, [&kibility, scalability, predictability and
security.

To ensure an el ettive and el “dient [hbncia management, and

Programme 4: Anancia Sustainability [éncial growth and sustaingboilty

To build and maintain organisationa capability to enable STAto
Programme 5: Organisation achieve its strategic imperatives and become an employer of
choice within the ICTindustry.

To provide leadership, strategic management, governance, risk and
Programme 6: Governance and Administration resource management in line with government-accepted norms
and sandards




PERFO RMAN CE INFORMATION
BY PROGRAMME

Programme 1: Procurement

Thepurpose of thisprogrammeisto address all issues relating to delayed procurement turnaround times, removing
customer pain points, and transforming the procurement function. The increased customer-led focus is reflected
in the results of key performance measures. A dedicated SMME development strategic plan has been put in place
toincrease ICT spend through SVIMEs.

ACTUAL PERFORMANCE DEVIATION
AGAINST TARGET 2014/2015 FROM

FLANRNED)

PLANNED ACTUAL  TARGETRR
TARGET STATLS 20142015

%0 aysfrom Dueto e ‘dienciesimplemented in
) f i
M8.1: Improved SOM thedaythe | Achieved termsof management prociive
. 10894 days . 5days monitoring and supervison of
turnaround times bidis 85days transaction throuah reaular
published metings vanreg
a) Dueto streamlined processes
5 MS8.2: Number of and the dlocation of dedicated
2 daystakento 120 daysfor Achieved resources
z transversal 31days
§ complete transversal bids 89 Days b) Improved collaborative working
< bid relationship with the designated
S department
§ q)
Lo}
Q
g M.3: Nurmoer of S0dayson Nt streernolrl)r:znt r;ultin tgcl)z(et of
g daystakento[mblise | 2994days | contract achieved 10days . I .
£ contract [Bhiisstion collaboretive approach from various
g 40days stakeholdersin the process



ACTUAL PERFCRVIANCE DEVIATION
AGAINST TARCET2014/2015 FROM

PLANNED

FLANNED ACTUAL  TARGETFR
TARGET SALS 0142015

§ 3]
‘©
K N
5 2 . 12%Savings
= O MO: % .
Es 3 o / . Savmgson on acquisition | Achieved Due to Microsoft License
=0 aoquistion of ICT 18% 4% .
82 § sodsand sorvices of ICTgoods 16% transactions
0 g' '§ g and services
52°
8=
Dueto lack of dedicated SVME
7%0f development strategic plan with
M10: %of ICT anqui;ition Not jjrd objectiv: on how va'ri.ous )
8 aoqisition spend A achieved 1% opmenia cppartUntics
5 through SUME through be leveraged. SVIMEawareness
& SVWE 6% campaigns were conducted but
S (cumultive) had limited impact in temms of
g goend contribution
S
B
8
5 30%o0f
2 aquisition
a M11: %of ICT S
8- scquisition soend Achieved Dueto the mgjority of suppliers
throuah BEE through 4% who have B-BBEEaccreditation
om ?iant Frtities EEEEE e within level 1-4
P Compliant
Entities

Strategies to overcome procurement underperformance
A new approved STA procurement policy and strategy is expected to improve the processes and provide the

necaccary edi icatinn tn emnlnveee Sandardieed and eaavr tn 11ee M ~nntrart temnlatec are tn he develnned



Programme 2: Service Delivery

The purpose of the programme isto provide high-quality IT services to enable Government to deliver elidient

and convenient servicesthrough the use of ICT.

ACTUAL PERFCRVIANCEAGAINST
TARGET2014/2015
TARCET
R
20142015
a) BExecutive oversght and weekly
progressreviews by the CTO
have ensured that the project
.9 . teamspull al sopsto deliver
:\:15p.I1e.m/;1taion of S0forms S07easper Fonieved 7% i i i i
. X developed | approved plan 97% b) Bec‘.,eusethlsvygs?strateglc
e-Covernmen project with visbility up to
Parliamentary level, the most
g experienced resources were
ﬁ assigned to the project
(e
D . . .
3 90%0f the targets @) Thetechnical expertise assgned
% achieved to pilot tothe project surpassed the
E |Ms2% a thefollowing nomal assignment levelsand
g implementation of departments Achieved . the Executive Management
S | eChbinetleadste — (Presdency/ 5% ° assisted on dll risks escalated
& | implementation State Seaurity/ b) The GEQ DOEDand CTO
& DPSY /Treasury/ attended each Beecutive
% BJLs) Seering Committee
8
§ M5.3: Approva of No rolbout | Award .
& the award Achieved
S recommendation for sites recommendation None No variance
o the new IAVISproject completed | tothedlient 100%
M6: %Level of 95%
inst implementati Achieved
performenoe agz.am 97% Imp. ementation None No variance
signed S Ametrics againg contracted 5%




Programme 3: Infrastructure and Cybersecurity

The purpose of thisprogramme isto optimise the provision of STAs ITinfrastructure servicesin order to increase
avallability, (&kibility, scalability, predictability and security to protect government data assets.

ACTUAL PERFCRVIANGEAGAINST
TARGET2014/2015

2014/2015
M54.1:
The supplier contract was
e Achieved (| DBblised earierthen anticipeted
implementation of 100% ° | andtheingtallation processwas
datacentre fest tracked
% upgrades
)
o . .
@ M5.4- % Dueto proactive bandwidth
c e : it ent onth
1 Implementation of M542: capacity managemer on e.
a . Achieved network core and trend analysis,
= infrastructure Below 75% .
S Ungradesand e 60% al necessary bandwidth
£ mpogdernisation o utlllsatl.on of 15% upgradeswere e Bbted
o P bandwidth timeoudly resulting in
S congigtently low utilisation
©
3
e} M543
T Achieved
Q 100%coverage of None No variance
§ Centurion data 100%
o centre
O
M5.5 % 90%
3%%0f mapped ;
Implementation of ° implementation as Achieved Additiond resourceswere
. processeshas 1% L
process automation been autornated per the approved 9% recruited in quarter 4
and integration project charters




Programme 4: Financial Sustainability

The purpose of thisprogramme isto ensure an el‘ébtive and el‘dient [hhncial management, and [abncial growth
and sustainability

ACTUAL PEHFCRVIANCGEAGAINST
TARGET2014/2015

<

g

o becaLs

2 M1: %increase . Fo.1 Bllion Not Thisisbecase the \dtiond

% . 95%below achieved o Network Upgrade Rojects, from the

in revenue (10%o0f 14% ) ) )

o (year-on-year) target bessine) SAPSwhich were discontinued

% 86% during the year

=

_ 3% Aol Bbility '\_bt Thisismainly due to lower than

é M2: % Roltability | Net Qurplus Achieved 07% expected revenue and higher than
% 239, expected operationa expenditure
8

&
g Achieved

S M3: Liquidity Ratio [ 28:1 [>1.21 19 Due to underspending on CAPEX
S 311
°

5

g 80%
§ M4 Eqenditure BEpenditure Not Mainly due to cancellationsof mgjor
§ against gpproved 16.8% againg achieved 635% tendersfor Infrastructure equipment
[ Capex budget gpproved 165%pent and late delivery of NGN equipment

CAPEX




Programme 5: Organisation

The purpose of this programme is to build and maintain organisational capability to enable STA to achieve its
strategic imperatives and become an employer of choice within the ICT industry.

ACTUAL PEFCRVIANCEAGAINST
TARGET2014/2015

PLANNDTARET | ACTUALSTATLS | 20142015

M14: Increase OHI Increase CHI )

. . . . Achieved ,
baseline pointsfrom baseline pointsfrom 10Doints None No variance
30t0 40 points 30t040 points po

L1:Builda
performing
organisation

Strategies to improve organisational efli&lency and stability

The CEO has a four-year contract, which contributes to the agency’s perceived stability. The health of the
organisation improved last year (OHI up by 10 points) and, with the clearing of the stal g pool, this trend is
expected to continue. STA had committed to an objective of achieving a Maturity Level 3 against certain
processes and practices for [hbncial year 2015/16. At an EXOO meeting dated 26lhuary 2015 during the CMMI
awarenessbriel iy, adecision wasmade not to focusonly on maturity levelsbut rather to identify the weaknesses
of processes and practices against Maturity Level 3 for Capability Maturity Model Integration (CMMI) and
Maturity Level 2 for People Capability Maturity Model (P-CMM). The Sandard CMMI Appraisal Method for Process
Improvement (SCMAP) undertaken during April and May 2015 assessed the organisation against Maturity Level
3 for CMMI constellation and Maturity Level for P-CMM. STA processes were assessed against best international
practice framework for process improvement (CMMI from the CMMI Institute). This assessment identile
strengths and weaknesses in all practices applied by STA to deliver services to its customers. The assessment
placed STA at Maturity Level 1. A comprehensive processimprovement plan isbeing implemented to improve
the maturity of service delivery within STA.



Programme 6: Governance and Administration

The purpose of this programme is to provide leadership, strategic management, governance, risk and resource

management in line with government-accepted norms and standards.

ACTUAL PERFCRVIANCEAGAINST
TARCET2014/2015
ACTUAL
28
) § Qean Audit for
T 5 | M12:ompliance | FY2013/2014
: iLed

é % with internal control | withno zg:a:l Achieved None No variance
8 ac5 framework matters of w0
E.E! 3 emphasis
g o

)

3 The fundamental contributor isthe
Q Maturity Level 3 ; lack of or often fragmented end to
Q P y Not Achieved o
s B Zzlg?:;ilsn aumia2 for selected . 0 end processes and el "ettive product
% i) vl SCAVA practioe areas Meturity life cydle management supported
A @ achieved level 1 by the right tools and people across

§, the organization.




2014/2015 20132014
ESTIMATE AMOUNT AMOUNT R AMOUNT
R'000 COLLECTED ot Rooo  COLLECTED GALECIGN GALECION
R'000 R'000 2{000) =1000)
Productsand Service
Rendered to Government
BPO Service Desk - - K’} -3A
Commercial Printing 171419 8073 J346 30l468 471588 (171080
Qontract Management 12800 - 12800 - -
ICT Advisory Services ed7do K70 2d238 44573 50780 287)
Information Management 36540 4140 (ﬁO) 37130 34583 3047
Managed Applications 78328 535583 2471705 735800 521638 214281
Managed Desktop 679412 39712 28501%]| 6813 393551 229280
Managed Infrastructure JdfE5889 | 27342 g547 1665748 | 188786 13662
Project Management 63645 50080 13595 24330 226296 63084
Requisition and Fulllhent | 1086714 | 1BB705 | Goeddl) | 163063 | 1603339 od7H




In 2014/15,the main reason for the underperformance wasbecause a project to upgrade a customer’s network
programme did not materialise.

Strategies to Overcome Revenue Underperformance

STA is improving its customer engagement process, to ensure that better service ol'glings are delivered to
customers. The agency’sinternal service delivery processes are being optimised, which will entail a new service
delivery model including pricing and innovative product lifecycle management. STA is in the process of
submitting revised tarilsko the Ministry for approval. A renewed drive hasbegun to improve debt collection, by
engaging with debtors around reasons for non-payment and exploring alternative means of recovery.

Table 5: Summary of payments by programme

20142015

Administration 917552 1200971 (283419) 992131 981799 10332

Business Operations 4145978 3891257 254721 48035000 3849 400 955600




Table 6: Capital investment, maintenance and asset management plan

2014/2015 20132014

Infrastructure: Network 175000 112833 35246 75000 64979 10021
Infrastructure: Switching Centres 100000 - 100000 20000 - 20000
Infrastructure: Data Centres 100000 35231 64 769 177000 112631 64369
Infrastructure: Modernisation 200000 2616 197 384 280000 - 280000
Solution Development: 30000 7019 22981 45000 30686 12314
Transversal

Solution Development: IRVIS 100000 16345 83755 260000 107 358 152642
Sol-utlon Development: Qustomer 117000 ) 117000 50000 i 50000
Unique

Solution Development:

Modernisation 100000 1009 98 991 90000 7 89993
Sol utlon. Development: 65000 ) 65000 65000 i 65000
Integration

Solution Development: R&D 115000 22890 92110 100000 21162 78833
Security 25000 245 24755 10000 15 9985
Sorvios Management: ontact 40000 4234 35766 30000 780 27250
Centres

f’:‘ﬂi“"anageme"t%& 40000 . 40000 30000 311 29689




Capital Investment

STAs performance sulieled greatly in the areas of capital investment, maintenance and asset management. In

2014/15, only about 19% of the allocated CAPEX investment was spent. While reasons may vary, the common

issues are:

1.

The lack of governance structures responsible for managing CAPEX. CAPEX approval wasnot donein a
controlled manner, resulting in alack of proper monitoring of the adequacy of the plansto achieve their
targets.

Lack of continuity and leadership in key executive positions. The executive responsble for infrastructure
services and the head of department responsble for network infrastructure were suspended, which
created avacuum at acrucial time of the [abncial year.

Changing structures within the agency meant that responsibilities were allocated dil&tently. This created
confusion and hindered visbility on the plansthat were drafted.

Organisational health. Snce the start of the turnaround strategy in 2010, employees have been unsettled
in their positions, with over 100 employees unassigned (‘in the pool”). Although this problem had mostly
been addressed by the end of the [bncial year, the instability had already taken itstoll on the employees.
Inelgbtive procurement processes, which contributed to critical and needed resources not being spent.
Poor planning and lack of monitoring are central to all these issues.

Strategies to Overcome CAPEX Underperformance

STA has improved governance sructures responsible for managing CAPEX. The Projects and Fnancia
Qustainability Committee (PFSC) chaired by the SITA Chief Financial Older has been established to closely
monitor the capital expenditure programme and escalate deviations or non-compliance to the Executive
Committee on aregular basis. Executives have been alocated responsibilities for GAPEX programmes, following

the approval of the macro structure by the STA Board. Procurement planshave been created and are monitored
regularly by departments. STA is improving its planning and monitoring processes around CAPEX spend, and

reports are submitted at the CEO's weekly operations meeting.

Table 7: CAPEX expenditure vs. budget 2014/ 15




Infrastructure: Data

Theinfragtructure refresh tendersdelayed from 2013/ 14
d etted expenditurein 2014/15. The larger data centre

64769
Centres 100000 231 srategy led to key infrastructure tenders being cancelled and
then republished but too late for 2014/ 15.
Infrastructure: The planned R200-million wasfor doud computing platforms a
Mo derni&liior; 200000 2616 197384 grategicintent carried forward from 13/ 14. However, the doud
strategy waspostponed in favour of the infrastructure refresh.
The R30-million wasfor the IIMISBusiness Intelligence
capabilities, but the programme was cancelled and dternative
. srategic transversa solutionswere launched. Bulk
Solution deployment was delayed dueto infrastructure cgpacity and
Development: 30000 7019 22981 epioym . i , . “p y
Transversal the cancellation of IPMSas main vehide. The geographical
information system (A service provider contract had to be
cancelled due to an inability to provide the services as
dipulated in the contract.
The IRVISwas cancelled, but some [naial commitment had to
Solution be conduded before tenderscould be cancelled. Sme
7
Development: IFVIS 100000 16345 875 ftware capabilities developed were reused on other
programmes and will accelerate development in 2015/16.
The Ri17-million was for the e-Government programme and
Solution e-Cabinet solution for the Rresidency, which wasdelayed asa
Development: 117000 - 117000 result of engineering works and concerns over supplier
Qustomer Unique solvency. The e-Government development cost was rel etted

in R&D programme.

Oali k! aa

The R100-million wasintended to assist SAPSwith their crime
integration platforms, aswell asfor Snart Aty solutionsand
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The RI15-million (2%0f annud revenue) wasfor Java Integrated
Development platform (JG and various other emerging
technologies The technology laboratory infrastructure FQwas
cancelled because no suitable submissons were received. The

Solution JGproject wasput on hold until gpprova wasgranted for the
11 2 2110 .
Development: R&D 500 80 platform to be one of the enablers of e-Government. Getting
approva for enhancing further the Opendg took too long, and
eventudly contractswere cancelled. Mogt of the CAPEXwas
dlocated to e-Government projects which undergpent for
vaiousreasons, such aslaeinfragructure and licences
The R5-million was for Multi-Factor Authentication and
Security 25000 245 24755 Security Testing software, which was delayed because of the
potentia creation of a separate security subsidiary.
ServiceManagement: The Ri0-million for the Service Management Gentre online
0 ’ 40000 4234 35766 capabilitieswas delayed because of the larger Infrastructure
Qontact Centres o
refresh priorities
The Ri0-million was for acquiring remote LAN and desktop
: ) management software but was delayed because of concerns
gesg’:‘:'\st"ﬂ?gemem' 40000 i 40000 | about intemal capacity. An extemal consuitant had
recommended thisfunction be outsourced, but capacity
issues have now been addressed.
The Ri0-million wasfor internd infrastructure upgrades
. . (R30-million) and ERPlicences (R10-million). The upgrade of
a‘t’:rr?;’;aj SUpPOrt: |4 00 40110 (110) the Erasmuskloof PRX capability absorbed most of the
available funding, and ICT equipment for Western Cgpe and
Quster 2wasacquired.
Operational Support: Thg R125mi||io.n wasfor upgreding se,ourity a 9Asolideas
Fadilities 125000 23993 101007 National Key Roints The review of STAs overall

accommodation strategy delayed some upgrade projects

The PPN-millinn was nlannead for .eenice monitorina aftware









The SITA Board

The SITA Board of Directors aligns itself with the understanding that good corporate governance consists
of a system of structuring, operating and controlling in order:

To achieve a culture based on a foundation of sound business ethics.

To fulfil the agency's long-term strategic goals, while taking into account the expectations of al key
stakeholders.

To consider and care for the interests of employees, past and present.

To maintain excellent relations with customers and suppliers, while taking into account the needs of the

environment and the local community.

Portfolio Committees

Aspart of itsgovernance endeavour and oversight, STA briefs Parliament on itslegislative mandate and related

activities, aswell asrespondsto parliamentary questions. The Portfolio Committee on Telecommunications and
Postal Services, which oversees the activities of STA, is presided over by the Honourable Ms MT Kubayi MP. Its
members are Honourable Ms MR $hinn MR Honourable Ms LM Maseko MP, Honourable Mr PP Mabe MR
Honourable Mr C Mackenzie MP, Honourable Ms MV Mafolo MP, Honourable Ms LL van der Merwe MR,
Honourable Mr PWA Mulder MR, Honourable Mr MQ Ndlozi MP and Honourable Ms N Ndongeni MP

In 2014/15, STA briefed the Portfolio Committee on:

Progressin respect of broadband (policies and regulations, implementation plans, challenges, the
broadband framework in relation to NDPand DTPSvision 2020, timeframes for envisaged broadband
roll-out plan and target implementation, resources needed and any other relevant information; on
broadband and schools connectivity).

STAs 2014-2019 Corporate Srategy and 2014/2015 Annual Performance Plan.

Servicesto the DBE

The state of readiness for digital migration.

How QTA iceAdealinn with icd 1ec raiced hv the Aiiditar-CGeneral and internal cnntral mead ireciiced tn



THE SITA BOARD OF DIRECTORS

Leadersneed to del'k strategy, provide direction, and establish the ethics and values that will influence
and guide practices and behaviours to achieve sustainable performance. This is the fundamental purpose of
aBoard.

In terms of Section 66(1) of the Companies Act (No. 71 of 2008), the business affairs of a company must be
managed by, or under the direction of, a Board of Directors, which has the authority to exercise all the powers
and perform any of the functions of the company, except where the Companies Act or SITA's Memorandum on
Incorporation provide otherwise.

The Board’s roles and responsibilities are provided for in:

» Sate Information Technology Act (No. 88 of 1988), asamended (STA)

» Rublic Anance Management Act (No. 1 of 1999) (PAMA)

» National Treasury Regulationsissued in terms of the PAMA (March 2005)
»  Companies Act (No. 71 of 2008)

» 9TABoard Charter of 9 January 2013

* King lll Report on Governance for South Africa (King ll).

The Board Charter

The STA Board Charter (Corporate Governance Code) isinformed inter alia by the Congtitution of the Republic
of South Africa; the STA Act and Regulations; the PAVIA and Regulations; the Companies Act and Regulations;
the 1992,2002 and the 2010 King Reportson Corporate Governance; aswell asbest practice in the management
of boards of directors.

ltsdeparture point isthat governancein any context re[&ktsthe value system of the society in which it operates.
In the South African context, this means collectiveness over individualism, consensus rather than dissension,

hiimilitv indead nf criticiam and incliidveneee ac nnnnaed tn nreilidice It acknnwlednee that enrnnrate



and directors as a collective. It provides for aternative dispute resolution; and highlights the nature and
importance of risk management, internal audit, information technology, compliance, and the management of
stakeholder relationships. The Code also recognisesthat directorsare entitled to have accessto membersof the
STA Secretariat and to secure independent professonal advice at the company’s expense.

The Code concludesby recognising the pivotal nature of the role of the Company Secretary in the administration
of the Company, aswell asthe non-static nature of its prescripts.

There hasbeen material compliance with the provisions of the Code and a substantially revised version thereof
iscurrently pending before the Board of Directors.

Composition of the Board

Section 8(1) of the STA Act provides that STA will be governed and controlled by a Board of Directors appointed
by the Minister after consultation with Cabinet. According to Section 10(1B)(@), the Minister may appoint an
aternative member for each non-executive member of the Board, other than the Chairperson. The alternative
membersmay attend and vote at meetingsof the Board on behalf of amember if that member isunable to attend

In terms of Section 10(1) of the STA Act, the Board consists of a maximum of 14 members appointed in the
following capacities:
a. Anon-executive Chairperson;
b. Executive members, one of whom must be designated as the Managing Director;
¢. Additional non-executive members, consisting of:
i. One person representing the Department of Public Service and Administration;
ii. One person representing the National Treasury;
iii. Oneperson asalegal expert;and
iv. Other personson the grounds of their expertise.

It also states that the majority of the Board members must be non-executive members and that the Minister
must designate one of these non-executive members as the Deputy Chairperson to step in should the
Chairperson be unable to perform his/her functions.



Mr J Vilakazi

BA (Unisa), MA (Thames Valley), MA (London), MBA (California Coast University)
Non-Executive Chairperson: 22 November 2012—-20 November 2015

i

Dr V Mabhlati

Mr Jerry Mlakazi isthe founder of the Palama Group, an investment holding company
with a diversi&l portfolio of investments. For over six years, he served as CEO of
Business Unity South Africa, representing South African businesses on international
business councils and structures. He is currently chairman of the Mpumalanga
Gambling Board and the Mpumalanga Economic Growth Agency, non-executive
chairman of Netcare Limited and holds directorships in a number of J3listed
companies. He is also a non-executive director of General Health Group (UK), an
advisor to Gtibank (SA) and serves on the National Planning Commission.

MSc (UK London School of Economics), PhD (University of Sellenbosch)
Non-Executive Deputy Chairperson: 18 September 2013—17 September 2016 (resigned 13 August 2014)

Dr Setumo Mohapi

Dr Vuyo Mahlati is co-owner of African Fnancial Group, responsible for Pan African
and Emerging Markets Innovative Financial Solutions, and led the Syaya TV rural-
based digital television trial licensed by Sentech. After serving two terms as President
of the International Women’s Forum (IWF) South Africa, she was appointed the IWF
Global Director. As part of the National Development Flan (NDP) team, she chaired
the NDP Working Group on Capable and Developmental Sate, Active Gitizenry and
Nation Building,and Satial Transformation. She isthe Deputy Chair of the Integrated
Urban Development Framework (IJUDF) Panel of Bxperts and an independent
member of the Industrial Development Cooperation (IDC) Agro-processing
Competitive Fund. She is also on the Global Advisory Council of Corporate Women
Directors International based in Washington DC, USA and the Global Advisory Council
of the Goba Entrepreneurial Hub Networkin ienna.

BScin electrical engineering and computer science (MIT), Master’sin electrical engineering (MIT), PhDin

alectrical enaineerina (Witg)



Mr SF Nomvalo

B.Compt Hons (Unisa), Advanced Valuations Techniques (INSEAD), Mastering Strategy (GIBS), Senior
Executive Programme (Wits and Harvard Business School)

Chief Executive OlZder: 1 June 2013-31 June 2014 (extended: 1 July 2014-31 December 2014; 1 January
2015-31 March 2015)

Mr Sthembiso Freeman Nomvalo was the CEO of STA until the end of (hbncial year
under review. For over nine years, he was South Africa's Accountant Genera at
Nationa Treasury, where he pioneered a leadership development programme that
was later extended to other departments and government structures. Pursuant to
thiswork he was invited, as faculty, to the Harvard Kennedy School of Government’s
Art and Practice of Adaptive Leadership Development programme. He has served on
various boards of directors and trustees on behalf of government, including the
Independent Regulatory Board for Auditors and the Accounting Sandards Board. He
advises the University of Pretorias faculty of Economic and Management Sciences.
He has also worked with the Commonwealth Secretariat on improving financial
governance in 18 Commonwealth Caribbean countries.

Ms N Jnuary-Bardill

BA and Certilichte in Education (UBLS, Lesotho), MA Applied Linguistics (Essex UK), Diplomain Human
Resources Management (Damelin College, South Africa)
Non-Executive Board Member: 18 September 2013-18 September 2016 (resigned 19 May 2015)

Ms Nozipho January-Bardill is the Executive Director of Bardill & Associates, a consulting company that focuseson
strategiccommunications, high-level government relations, social justice, stakeholder management and sustainable
development. She is an independent non-executive director of AngloCold Ashanti (AGA) and Credit Suisse
Securities, Johannesburg (CSSJ). Previously, she was Executive Director, Corporate ALElrs and Spokesperson for the
MTN Group, and served on the boards of a number of operationsin MTN Africa. She was also the South African
Ambassador to Switzerland, Lichtenstein and the Holy See, and the Deputy Director-General, Human Capital
Management and Head of the Foreign Service Ingtitute in the then Department of Foreign AL&rs (now DIROO). She
is a member of the United Nations BExpert Committee on the Himination of Racial Discrimination (CERD), a board
member of the African Women’s Development Fund (Ghana) and a Trustee of Anglo Platinum’s Lefa La FonaTrust.

Ms S Chaba

RA (Feonomics and Indiistrial Pavchalonav): Pnst-Gradiiate Dinloma in Hiiman Reaniirces Mananement




Mr Z Malele

BSc (Computer Science) (University of Limpopo; BAP (Wits Business School); MAP (Wits Business School)
Non-Executive Board Member: 18 September 2013-17 September 2016

Adv T Masuku

Mr Zeth Malele is non-executive chairman of Sandford (Pty) Ltd and non-executive
deputy chairman of the Gauteng Growth and Development Agency, Meadow Sar
Investments 28 (Pty) Ltd, and Sec-ltech (Pty) Ltd. He also serves on the ICT
Governance Committee of the Ubank (Pty) Ltd Board and has held senior and
strategic management positions at, among others, the Gauteng Economic
Development Agency, Innovation Hub, Sybase SA, Ariel Technologies, Ariviakom,
Paracon Holdings, Bue IQ Holdings, debis Systemhaus (now T-Systems) and the SA
Bectrotechnical Export Council. He was part of the Presidential National
Commission on Information Society and Development, and advises the Limpopo
Premier on technology.

BA (University of Zimbabwe), LLB (UCT) LLM (International Business Law) (Vrije Universiteit, Amsterdam)
Non-Executive Board Member: 18 September 2013—17 Sept 2016 (resigned 25 June 2014)

Adv BM Matlejoane

Advocate Thabani Masuku is an admitted advocate of the High Court of South Africa
and member of the Cape Bar. He is also chairperson of the Cape Bar Council Human
RghtsCommittee and a previous chairperson of Advocates for Transformation in the
Western Cape. Hispractice coverscongtitutional and public law litigation,commercial
litigation (contract, companies), insurance, internet law, criminal law and commercial
arbitrations. He worked as a researcher for Justice Rchard Goldstone at the
Congtitutional Court, as a consultant at the World Bank in Washington DC, at the
NEPAD Secretariat (on secondment by IDASA) and was involved in formulating
political and economic governance indicators.

BProc.LLB

Alternate Rnard Maemheaer: 21 Nlnvemher 2012—-20 Ninv 2018 (Intarim Rnard)



Mr JS Mngomezulu

B.Com. (Acc.) (Unisa), Master of Business Leadership (MBL) (Unisa)
Non- Executive Board Member: 21 November 2012—20 November 2015 (interim Board)
Non-Executive Board Member: Reappointed 18 September 2013-17 September 2016

Mr Sadi Mngomezulu is Deputy Director-General at National Treasury and sitson the
boards of the Government Employees Pension Fund (GEPF) and the Fnance and
Accounting Services Sector Education and Training Authority (FASSET). He gained
hands-on experience in multi-national organisations such as Lucent Technologies,
Mercedes-Benz and Colgate-Palmolive. His expertise is in accounting, [Bbnce,
compliance, governance, risk and strategy.

Dr A Mokgokong

Bsc (University of Botswana), MBCHB (Medunsa), D.Com. Honoris Causa (Commerce) (Unisa)
Alternate Board Member: 21 November 2012—20 November 2015 (interim Board)
Non-Executive Board Member: Reappointed 18 September 2013—17 September 2016 (resigned May 2014)

Dr Anna Mokgokong is the co-founder and executive chairperson of Community
Investment Holdings (Pty) Ltd. She has been chairperson and director of Rebosis
Poperty Fund Limited since April 2011 and serves on the boards of the following
companies: Malasela Taihan Bectric Cable Pty Ltd (M-Tec), Community Healthcare
Holdings (Pty) Ltd and subsidiaries Conlog (Pty) Ltd, Nulec South Africa (Pty) Lid,
Malesela Transmission and Distribution (Pty) Ltd, CZ Hectronics, MCT (Pty) Ltd, and
Crossroads Ventures (Pty) Ltd. Sheisalso adirector of Cape Resources Pc, Afrocentric
Investment Corp, Jasco Bectronics Holdings, and Community Investment Ventures.

Mr Z Nomvete

Certilighte in Aeronautical Engineering (Ireland), Diploma and Licence in Aviation Maintenance (Rhiopia),
Diploma as Right Engineer B727 (Ehiopia), Management Advancement Programme (Wits Business School)
Alternate Board Member: 21 November 2012—20 November 2015 (interim Board)



Mr G Victor

BSc (Engineering) (cum laude) (Wits), MSc (Stanford), MEng (Stanford), B.Compt Hons (Unisa), CA (SA)
Non-Executive Board Member: 18 September 2013-17 September 2016

F- 1 MrGraeme Mctoristhe group CEO of Du Pont Telecom (Pty) Ltd. Prior to joining Du
) Pont, he was managing director at Tiscali World Online, Vodacom Service Provider
and Computicket. Before his various stints in senior management, he founded
Kessel Feinstein Consulting, growing it into a highly successful consulting business
over 10 years.

Ms M Williams
Non-Executive Board Member: 18 September 2013-17 September 2016

Ms Michelle Williams has held a number of key postions in the public and private
sectors. Her career includes being Government Chief Information OLiider from 2007 to
2011 and head of research at the Department of Communications. Previoudy she
worked for Semens, the National Ingtitute for Economic Policy, the Education Folicy
Unit, the Economic Policy Research Roject and the Southern Africa Labour and
Development Research Unit.

Mr N Gosebo

MSc (Computer Science) (New Jersey Institute of Technology)
Non-Executive Board Member: 19 May 2014—17 September 2016
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Mr M Ndlangisa

BSc Hons (Computer Science and Information Systems) (Rhodes University), MSc (Computer Science)
(Rhodes University), Higher Diplomain Computer Auditing, IEDP (Witsand London Business School)
Executive Director: 1 June 2014-31 May 2017

'I "
!

Lt General JNkonyane (Ret.)

Mr Mboneli Ndlangisa has spent all of his working life in ICT. Before joining STA, he
worked for MIH group as head of ICT Srategy and Business Development. The
responsibility entailed giving strategic support to al ICT subsidiaries within the
group. Before that, he held senior management positions in organisations such as
SSA (COMSEC), Sandard Bank of South Africa and Telkom SA. He is a Certilielt
Information Systems Security Professional (CISSP) and Certil’&ll Information Security
Manager (CISM).

BSc (Statistics and Financial Accounting) (University of Toronto, Canada), MBL (Unisa)
Executive Director: 1 June 2014 —31 May 2017

Mr W Mudau

Lt General (Ret.) ustice Thulile Nkonyane isthe former Chief Logistics of South African
Nationa Defence Force (SANDF) in which he served from 1998 to 2014. He
championed the SANDF's stewardship project that enabled the SANDFto achieve its
unqualil&ll audit opinion in 2011/2012. As Chairman of the Castle Control Board
(CCB), he orchestrated the repositioning strategy of the OCB that resulted in the
Castle of Good Hope (OGH) becoming amajor player within the heritage and tourism
industry —aproject that will result in OGH attaining the UNESOO Heritage Ste listing.
Over the past 30 years, he has held various strategic positions, from serving as a
commander during the liberation struggle, to being a [hbncial administrator in
various private sector entities in Canada. His areas of specialisation are strategic
planning, leadership, [bncial accounting and logistics.

BSc Hons (Computer Science) (University of Limpopo), UED (University Education Diploma) (University of
Venda) MRA (| Iniveraitv nf Naorth Weat — Pntechefatroom | Iniveraitv for CHR



Mr DC Niddrie

B.Ed (University of Durban Westville)
Alternate Board Member: 18 September 2013—17 September 2016

Mr. Niddrie is a media, broadcasting and ICT sector strategy consultant. He was the co-founder and steering
committee member of the Campaign for Independent Broadcasting (CIB). On behalf of the CIB, Mr. Niddrie
contributed to media legislation and helped develop the process by which the [t board of the SABC was
appointed. Previous positions include Executive Director of the Public Broadcasting Initiative, Director of
Broadcasting for the independent Media Commission and Head of Srategic Flanning at the SABC.

Ms R Mokoena

"B.duris. (University of Zululand), LLB (Natal), MBA (Milpark Business School)
Alternate Board Member: 19 May 2014—17 September 2016

Ms Rel3de Mokoena was admitted as an Attorney of the High Court of South Africa
in 1990. She practises for her own account as an attorney, regulator, liquidator, estate
agent, auctioneer and alternative dispute resolution practitioner. She has worked as
amember of the Broadcasting Complaints Commission of South Africa, where she
had to enforce the provisionsof the Code of Conduct for the Broadcastersand ensure
compliance with the Code. She has aso served on the ICASA Complaints and
Compliance Committee enforcing the provisions of the ICASA Act. She currently
serveson the Regulating Committee of the Airports Company of South Africa (ACSA)
and the Air Tral'd Navigation Services (ATNS where she is responsible for enforcing
the provisions of both the ACSA Act and ATNSAct.

Mr. G Ncanywa

BSc (Computer Science and Mathematical Satistics) (University of Fort Hare)
Alternate Board Member: 19 May 2014—17 September 2016

Mr Gracious Mnikelo Ncanywa is Applications Development and Maintenance
Manager at Sandard Bank Limited. He held the same portfolio at the South African
Revenue Service (SARS) until being appointed Chief Architect for SARSmodernisation

AvatAams Ain A A INT i AvAafAanciAanAal lhAa A Alaa AfALRATAA mAambihAar Af A lAaAAl MiAvA~~fE




Adv JDe Lange

BA (UCT), LLB (UCT)
Alternate Board Member: 19 May 2014—17 September 2016

Advocate Johnny de Lange runsalegal and policy consultancy, and currently advises
the Department of Environment Alalrs and the Speaker of the National Assembly. He
was a Member of Parliament for 20 years (1994—-2014), during which time he served
as chairperson of the Portfolio Committee on Justice (later including Constitutional
Development) and the Portfolio Committee on Water and Environmental Al“alrs, and
was Deputy Minister for Justice and Constitutional Development (2004—2009). He
was appointed as Advocate of Supreme Court of South Africa (Cape Division) in 1984
and member of the Cape Bar from 1985 to 1993. Fom 1994 to 1996, he served asa
== member of the Constitutional Assembly, which was responsible for the drafting and
adoption of South Africas Constitution in 1996




BOARD ATTENDANCE

B WK

NAVE BOARD BOVD DEACAVENT SESOS INDUCTION NOIES
Jerry Vilakazi (Chairperson) 77 77 33 2/4 o1
Dr Vuyo Mahlati (Dep. Vs .
. 37 217 endedthe 2/4 - Resigned on 13 August 2014
' day only
gﬂe:n”;:?ng‘;’m"alo 77 57 33 44 11
Nozipho January Bardill - - - - - g1ib;ic'\eﬂiafrgm20\?r;ua'y
Seadimo Chaba 77 57 33 24 -
Zeth Malele 77 67 2/3 34 -
Thabani Masuku - 1/7 - 2/4 - Resigned on 25 June 2014
Beatrice Matlejoane 6/7 27 - - -
Sadi Mngomezulu 47 57 3/3 2/4 -
Dr Anna Mokgokong 1/7 1/7 - 1/4 - Resigned on 26 May 2014
Zukile Nomvete 6/7 47 - 34 -
Graeme Victor 77 6/7 1/3 34 -
Michelle Williams 67 57 33 34 -
Ntjatji Gosebo 27 1/7 33 1/4 1 Appointed on 19 May 2015




committee membership is restricted to Board members only. The committees are:
Audit, Risk and Compliance Committee (ARCC)

Human Resources, Nomination and Remuneration Committee

Social and Ethics Committee

ICT, Innovation and Research and Development (ICT, RDI) Committee
Procurement Committee

Chairpersons' Committee

Audit, Fisk and Compliance Committee

The ARCCisestablished in termsof Section 51(1)(a)(ii) of the PAMIA and Section 27.1.1 of the Treasury Regulations
and operates according to terms of reference that are reviewed annually by the Board. The committee’s
responsibilitiesinclude:

Monitoring compliance with relevant legidation and ensuring that management addresses any instances

of non-compliance and that appropriate internal management controls are implemented and maintained
to protect STAsinterests and assets.

Monitoring and reporting on organisational performance against predetermined objectives.

Reviewing the activities and el&btiveness of the Internal Audit Department.

Evaluating the independence, objectivity, el&btiveness and cost of the external auditors.

Reviewing the accounting and auditing concernsidentil’eli by internal and external audits.

Reviewing the accuracy, reliability and credibility of [bncial reporting.

Overseeing STAs [iibncial and non-Uibncial risk management and controls, including IT risks and controls.
Reviewing management decisionsrelated to accounting policies, practices and disclosures.

Enquiring about operational and [(bncial risk identil&4tion, and the measuresin place to contain these risks.
Monitoring and reporting on instances of fraud and corruption.

Reviewing periodically and approving the Committee Charter and ensuring compliance with STA's Code
nf Condiirt



Social and Ethics Committee

The Social and Bhics Committee comprises non-executive directors, and management attends meetings by

invitation. The committee’s responsibilities include:

» Monitoring the agency’s activities, having regard to any relevant legidation, other legal requirementsor
prevailing codes of best practice

» Promoting good corporate citizenship

» Pomoting environment, health and public safety, including the impact of the agency’s activities, products
or services

» Overseeing client relationships, including the agency’s advertising and public relations

» Monitoring labour and employment issues, including the agency’s standing in terms of the International
Labour Organisation Frotocol on decent work and working conditions, and the agency’s employment
relationships and contribution towards the educational development of itsemployees.

ICT, Innovation and Research and Development Committee

The ICT, RDI committee comprises non-executive directors, and management attends meetings by invitation.

The committee’s responsibilitiesinclude:

« Enhauring that STA's overall IT systems and strategy are managed el‘ektively

»  Monitoring the el“diency and el‘ektiveness of stakeholder relations

«  Enhauring elebtive marketing of STA's services, systems and products

» Maintaining best practicesin client services with world-class standards and turnaround times

«  Qustaining a customer-centric organisational culture wherein STAs clients come [t

» Establishing STA asaleader in research and development, and atraining corporate entity which designs
local solutionsthat enhance service delivery using the world’s best practices

Procurement Committee

The Procurement Committee comprises non-executive directors, and management attends meetings by

invitation. The committee’s responsibilities include:

*  Poviding the evaluation and approval of all tendersthat are recommended by management for
award in line with the PAMIA and Treasury Regulations

¢ Reneawinn enntrartethat have exnired



»  Conducting periodic reviews of STAsrole, functioning and mandates

»  Overseeing the Board decisions with respect to high risk areas

» SQupervising al communication and stakeholder management initiatives of STA
» Acting on behalf of the Board between Board meetings.

The Board recognises that it is ultimately accountable and responsible for the performance and al&rs of STA

and that the use of delegated authoritiesto Board Committees and management does not discharge the Board
and itsdirectors of their duties and responsibilities.

Attendance of Board and Committee Meetings 2014/ 2015

ICCRD GARPERSINS  PARLIAVENTARY

Number of Sttings | 19 7 9 3 11 9 2 4
Mr JVilakazi 17 2 2
Dr VMahlati 6 4 4 1

MsSChaba 16 8 2 5 2

MrZMalele 17 1 10 9 1 4
Adv TMasuku 1 1 0 1

Adv BMatlejoane 8 1 2 2

Mr JMngomezulu 12 1 0 9

Dr AMokgokong 2 - 1 1

Mr ZNomvete 12 6 5 2 1 1 3
Mr GVictor 16 6 8




Table 8: Inyear changes in Board committee membership

NAVE PRCRTOOAPRL2014 AFTER29 APRL2014
Mr JVilakazi Chairpersons Committeel ] Chairpersons Committeel ]
Chaimpersons Gommittee Chairmpersons Gommittee
Dr VMahlati ICT, FDl Committee ICT, FDl Committee
Rocurement Committee Rocurement Committee
Human Resources, Nominationsand Human Resources, Nominationsand
Remuneration Committee Remuneration Committee
Ms SChaba Socid and Bhics Committee Socia and Bhics Committee
Rocurement Committee Rocurement Committee
Chairpersons Committeel ] Chairpersons Committeel ]
) . . ICT, FDI Gommittee,
Mr ZMalele Audit, Rsk and.Cbmphanoe GCommittee Rocurement Committee ]
ICT, FDI Committee X :
Chaimpersons Gommittee
Audit, Rsk and Gompliance Gommittee | Fman Rsources Nominationsand
Adv TMasuku Human Resources, Nominationsand %munerahonl Oammﬂtge
Remuneration Committee $oddl and Bthics Gommitteel ]
Rrocurement Committeel ]
Audit, Rsk and Compliance Committee Audit, Rsk and Compliance Committee
Adv BMatleioane Human Resources, Nominationsand Human Resources, Nominationsand
! Remuneration Committee Remuneration Committee
Socid and Bhics Committee Socia and Bhics Committee
Mr JMnaomezulu Audit, Ask and Gompliance Committee Procurement Gommittee
9 Rrocurement Committed ] Chairpersons Committee
Human Resources, Nominationsand Human Resources, Nominations and
Dr AMokgokong Remuneration Committee Remuneration Gommittee
Socid and Bhics Committee Sadid and Bhics Committee
Human Resources, Nominationsand Human Resources, Nominationsand
Mr ZNomvete Remuneration Committee Remuneration Committee
Audit, Ask and Gompliance Committee Audit, Ask and Compliance Committee
Sodd and Bhics Gommittee Chairmpersons Gommittee
Mr GVictor Audit, Ask and Gompliance Committee Audit, Ask and Compliance Committee
ICT, FDI Committee ICT, FDI Gommittee
. ICT, FDI Committee ICT, FDI Gommittee
MsMWilliams . . . . . ,
Audit, Ask and Gompliance Committee Audit, Ask and Compliance Committee
Mr N Gosebo ICT, FDI Gommittee
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In terms of the PFMA, Treasury Regulations and good corporate governance, the company should
strive to ensure that responsibility for risk management is vested at all levels of management and that
the risk management strategy is incorporated into the agency’s language and culture, and embedded in the
behaviour and mind-set of its people. SITA's risk management is guided by the Board-approved RskManagement
Policy and Framework. The Risk Management Strategy details the initiatives and activities, and is approved by
the Chairman of the ARCC.

Corporate risk management involves identifying events or circumstances, and assessing their likelihood, impact
and severity, especially when changes occur in the operating environment. For example, risks and mitigation
plans may be required when restructuring the company, evaluating new projectsor expanding to new markets.
Rsks are not limited to sudden, abrupt events but can arise from gradua changes over time. Rsks may be
strategic, operational and [hhncial.

STA carries out an annual risk assessment in the [¥8t quarter of the [hbncial year, and the Risk Management
Division followsup throughout the year to ensure that risk mitigation and management plansare implemented.
In 2014/15, a risk assessment was conducted in the quarter according to the Rsk Management Flan.
Departmentshad their own operational risk registersto monitor and implement the mitigation plansasper the
agreed dates. The Hsk Management Division followed up on the implementation and gave quarterly progress
reports to the ARCC, which presents the risk management quarterly reports to the Board for approval. By the
end of the [Bhncial year, 68% of the mitigation plans had been implemented, with the remaining 32%
comprising risk mitigation plansthat are implemented over along period of time.

To ascertain the current level of STAs risk management maturity, Corporate Executive Board (an independent
international risk management assessing body) conducted an organisation-wide survey in 2014/15. The
assessment found that STAs current risk maturity level is 3+.



INTERNALCONTROL

The Board is ultimately responsible for establishing a framewaork of internal controls. These controls
are designed to provide cost-eliective assurance of the financial wellness and financial management of
the company. The interna control environment includes the assignment of authority and responsibility,
segregation of duties, supervision, integrity and ethical values, and governance structures. It is managed by
management and monitored by the Internal Audit Department.

Despite the internal controlsin place, in 2014/15 the Internal Audit (and the Auditor-General) identified internal
control weaknesses. These were reported to management for appropriate corrective action. The Executive
Committee and the ARCC monitor the implementation of corrective actions.

Internal Audit Department

The Internal Audit Department reportsfunctionally to the AROC (see page 64). It focuseson the risk, governance
and control processes of the agency and is responsible for expressing an opinion on the adequacy and
eliettiveness of the internal controls within those processes. The department currently has the following
divisions:

* Internal Audit Assurance Services

 Information Technology Assurance Services

* Integrity Assurance Services

*  Performance Audit Services

» Pofessional Technical Audit Service

During 2014/15, Interna Audit conducted 238 audit projects (114 planned and 124 unplanned) in the following
areas: supply chain management, riskmanagement,delegation of authority, Oracle enterprise resource planning
(B infrastructure, national key points, data centres and provincial operations, and segregation of duties. The
auditsidentilel areaswhere controlsareinadequate and inel'&ktive. Progresscontinuesto be made, particularly
in SOM (acquisition management), (hbnce (cash management), information security (governance) and STAs

AP aractem Hnwever the riirrent nnvernance levele need tn imnrove fiirther tn nrovide mananement and the



COMPLIANCE WITH LAWS AND
REGULATIONS

To ensure compliance with laws and regulations, the Audit, Risk and Compliance Committee (see page 64),
the Company Secretary (see page 74) and the following divisions within SITA have arole to play:

The Finance Division maintains a PFMA checklist, as recommended by National Treasury, and updatesthe
checklist every month

The Corporate Services Division ensures that SITA is compliant with all applicable human resource
management and facility management laws and regulations

The Legal Services Division assists with interpreting the laws and regulations applicable to STA

The ICT Service Delivery Division ensures that SITA is compliant with all applicable ICT laws



FRAUD AND CORRUPTION

STA has adopted a zero tolerance stance towards fraud and corruption. The agency has a robust Anti-
Corruption and Anti-Fraud Srategy, designed to deter, detect and resclve issues of unethical behaviour
perpetrated within and against SITA. The strategy focuses on preventing, deterring and detecting corruption,
fraud and other crimes of dishonesty, and is supported by fraud awareness training and education initiatives.
The strategy is regularly reviewed and updated, in line with good governance practices.

Key componentsof the strategy include:

+ The STA Code of Bhics

» Training on STAs policies and procedures, rules and regulations

» Restricting supplierswho engage in unethical behaviour

» Conducting fraud and corruption detection reviews

«  Conlidt of interest checks

* \etting of employees

»  Faud risk workshops

» Regular presentations and formal training for employees on the manifestations of fraud and corruption
within STA

»  Communication campaigns (ethics and integrity)

Progress reports on the implementation of this strategy are regularly given to the relevant Board Committees.

STA has established an independent Bhics Line where employees and stakeholders can anonymously report
any irregular practices. The Bhics Line operates 24/7, 365 days of the year. Operators are able to take callsin all
oldial languages. Other reporting channelsinclude SVIS fax, email and Free Post. STA's Brhics Line issupported
by STA's Whistle-blowers Policy, which is based upon and aligned to the Protected Disclosures Act (No. 26 of
2000), which came into e[i&bt on 16 February 2001. In order to comply with the Act, STA strives to create a
culture that facilitates the disclosure of information by employees relating to crimina and other irregular

enndiirt in the wnrknlare and tn nrnmnte the eradicatinn nf rriminal and nther irreni ilar condiict within STA



MINIMISING CONFLICT OF INTEREST

Executives, prescribed officers, managers, all SITA employees and consultants have alegal and

ethical obligation to act in the best interest of the agency. Therefore, they are not allowed to pursue

interests that are in conflict with and/or undermine the interests of SITA. The purpose of the STA Conllidt
of Interest Policy, read with the SITA Code of Ethics and the SITA Policy on Giftsand Entertainment, is:

To enable directors, executives, prescribed officers, managers, employees and consultantsto acquire and

maintain personal outside interests, provided that these interests do not interfere, or have the potential to
interfere, with their obligations to SITA, or improperly influence the judgment expected of them when
acting on behalf of SITA.

To protect directors, executives, prescribed officers, managers, employees and consultants from real or

perceived charges of conflict of interest, by providing a mechanism for the objective review and approval
of any personal outside interests held by them and establishing a formal procedure for dealing with any
possible conlidts of interest.

» o protect and manage the reputational risks of STA, by avoiding any real or perceived bias or self-interest
by directors, executives, prescribed ol “ders, managers, employees and consultants acting in situations
where STA has approved the holding of personal outside interests.

+  To allow transactionsto be treated asvalid and binding, even though an al‘ebted person has, or may have,
aconlidt of interest with respect to that transaction.

The primary objectives of thispolicy are:

» o promote and enforce ethical business practices and standardsin STA

» o provide guidance on the behaviours expected in accordance with the values of STA

«  To promote transparency and avoid conlidts of interest

» o ensure fairness and consistency in decision-making

» Todocument the process for the disclosure, approval and review of activities which may amount to actual,
potential or perceived conlidts of interest

«  To provide amechanism for the objective review of personal con[idts of interests

Each person shall at leagt annually, or as and when changes occur, complete adeclaration form. Any person with a
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CODE OF CONDUCT

The purpose of the STA Code of Conduct is to establish a set of ethical values and standards
that are consistent with the objects and vision of SITA, and the constitutional and legal framework.

All business conduct should be well above the minimum standards required by law. Accordingly, employees
must ensure that their actions cannot be interpreted as contravening, in any way, the laws and regulations
governing the STA's operations. Anything prohibited by the SITA's policies, applicable laws and regulations
would till be prohibited even if done on behalf of a SITA Board member or SITA employee representing SITA.

All Board members and STA employees are required to comply with the Code. The principles contained in the
Code also apply to contract labour, consultants, temporary employees, part-time employees, casual employees,
suppliersand othersacting for and on behalf of SITA. Although SITA has limited legal rights to enforce the Code
on its goods and service providers, STA can exercise moral persuasion to gain compliance or choose not to
enter into business relationships with providers who do not comply with the Code. STA will not conclude
contracts or collaborate with any third party that has sought in any sphere of activity to improperly in(lence
day-to-day activities and decision-making within STA.

STA will consider any contravention of the Code as a serious matter. In a similar vein, any investigation that is
conducted into any suspected or alleged contravention will be treated con[ékntially.

Any Board member or employee who believesthat their actions have, or may have, been in contravention of the
Code should report the matter to theirimmediate supervisor, to aperson at management level, to the Chairperson
of the Board, the Chairperson of the Social and Bthics Committee, the Chief Executive OLCder, or the Company
Secretary as the case may be. Any Board member or employee who suspects that a fellow Board member or
employee has contravened the Code should report this promptly and con[@ntially, preferably in writing, to their
immediate supervisor, to aperson at management level, or to the Chairperson of the Board, the Chairperson of the
Social and Bhics Committee, the Chief Executive OL“der, or the Company Secretary asthe case may be. The Board
member or employee making the report should not confront the suspected individual. This will facilitate the
maintenance of con[éntiality and impartiality of any subsequent investigation into the matter and also limit the
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All directors have access to the advice and services of the SITA Company Secretary,who isresponsible
to the Board for ensuring compliance with established procedures, statutes and regulations. The
Company Secretary’s responsibilities include;

Ensuring that directors (individually and collectively) are aware of, and understand, the law applicable or
relevant to SITA; and are kept abreast of changes in the law, the implications of the changes and how to
respond to the changes

Ensuring that SITA is compliant with all applicable laws and requlations, and that the Board of Directorsis
conversant and complies with the provisions of the SITA Act, the Companies Act, the Companies
Regulations and the PFMA

Inducting and orienting new directors, and guiding directors as to their duties, responsbilities and powers,
in particular with reference to ethics and good governance

Providing legal advice to the Board and Board Committees on issues pertaining to and of STA

Assisting with Board Srategy and APP development, and monitoring performance against predetermined
objectives

Ensuring the Board hasrelevant, accurate, timely and complete information in order to monitor, review,
make decisionsand report to shareholders

Preparing agendas for Board and Board Committee meetingsin consultation with the Chairperson of the
Board and Chairpersons of Board Committees, and ensuring that adequate notice of meetingsis given and
all meeting papersand other important information are provided in time

Ensuring that Board meetings are properly constituted, and providing support to the Board Chairperson
and the Chairpersons of Board Committees during and outside meetings so asto ensure the proper
running of Board and Board Committee meetings

Developing Board and Board Committee Terms of Reference, Policies and Procedures for approval by the
Board and ensuring that they are regularly reviewed, and that Board policy, resolutions, instructions and
wishes are consistently implemented

Arranging indemniléhtion for directors to the extent allowed by the law, and ensuring the protection of
the intellectual property of STA and that the interests of STA are protected when contracting
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In 2014/15, the SITA Board approved the Human Capital Management Srategy, which
defines specific focus areas that support the achievement of the STA Corporate Srategy
from a people perspective, through proper human capital planning and well-developed
policies, practices and programmes,

In 2014/15, the Board also approved the following human resources (HR) policiesand strategies:
Talent Management Strategy and Framework

Succession Management Policy

Career Management Policy

Organisational Development and Design Policy

Human Capital Planning Policy

Relocation, Secondment and Transfers Policy

Rewards and Recognition Palicy

»  Competency Assessment Policy

The implementation of these strategies and policies will go a long way in ensuring that STA achieves its
objective of becoming a performing organisation. These policieswere institutionalised through company-wide
awareness roadshows.

The following human capital management priorities were set for 2014/2015:

Table 9: Human capital management priorities (2014/2015)

HGHLEVEL INTERVENTIONS/
PROGRAVIVESYEAR STATUS

STRATE3 CQUTGMET: STAASANBVALOERGFGHAE

* Develop and implement a comprehensive Employee  JTAisableto competeto atract and retain thebest
\Aue Roposition (VP skilled employeesin the ICT market.
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HGHLEVELINTERVENTIONS/

PROGRAVIVESYEAR STAILS

STRATEA CAUTGIMEZ: BULDAHEALTHYCRGANISATION

 (onduct organisationa heath assessment. The CHI survey resulted in a soore of 40, representing an
« Gonduct the OHI survey. improvement of 10 points compared to 2013. This score
. . of 40 fdlsinto the bottom quartile, which denotesa
* Implement large-scaleintervention and QBART '
e 9 weak organisationa health prolld.

(conligt, identity, boundaries, authority, roles and tasks).

* Implement stress management workshop.
(The OHl scoreisthe begt available predictor of an

* Implement soortsand recreation programmes. ACHIEVED e ] .
o ) organisation'sfuture capacity to perform. Gompaniesin
* Assessthe need for family-friendly practioes thetop quartile perform on average three timesbetter
* Comply to occupationa hedlth practices [héncially and operationally,)
* Benchmark catering services and training of STA
catering st 2

* Cary out afeasbility assessment of the gym facilities.

STRATES CAJTGIMES: DEVE.CP AH GH PERFCRVIANGEAND INNOVATI VECRGANI SATION

« Delfib and establish the STA culture programme. « 559 employeesparticipated in the Arbinger Quiture

« Implement the Arbinger culture training programme, training programme.
which istargeted at improving organisationa culture + The Board approved the revised Integrated Rerformance
and conlict resolution. Meanagement Rolicy.

* Review the current performance management policy + The rewards and recognition policy and programme
and rewards programme. were gpproved and implemented. 2156 employees

« Implement capadity-building programme to . participated: 425 who were part of the pilot programme
empower managers and employess on performance and 1731 who received long-service awards
management. 2096 employees participated in job-relevant training, as

« Develop and approve rewards and recognition policy part of the capacity-building programme.
and programme. » SHary benchmarking completed and ispending Board

+ (onduct salary benchmarking acrossthe business approval.

STRATEA COJTEME4: GREATEA GUSTAVER GINTR CCRGAN SATION

» (Gonduct aneedsanayss « The Qustomer Service Focus Frogramme was developed
« Appoint atraining service provider. ACHIEVED | andpiloted.
+ (onduct customer service training.




HUMAN CAPITAL MANAGEMENT

Employee Wellness

The Employee Wellness Programme is designed to help employees resolve their personal and emotional
difficulties that may be affecting their workplace performance and functioning. It is a short-term, therapy
programme that focuses on clarifying the problem, implementing solutions and monitoring progress. The result
is healthier, more productive employees with improved relations at home and at work. Every attempt hasbeen
made to adhere to relevant standards of confidentiality and reporting excellence throughout the Employee
Assistance Programme (EAP) Report to EXCO. The annual utilisation rate for this period was 8.9%, which iswithin
the industry benchmark.

Face-to-face counselling is the preferred method for the employees to address their personal problems, and
123 individual cases were opened for the reporting period. Fgure 2 shows the most common reasons for self-

referral by employees.

FHgure 2: Top reasons for self+referral

Top presenting problems

Hl Sress
Bereavement

[l Traumatic events

[ Couple Relationships
Family Issues

[l Phase of Life Adjustments




provider, Careways Services, provides counselling services for employeeswith couple relationship problems, as
well asabncial wellness services, and audiology and eye screening clinics. A retirement and [abncial wellness
programme was aso rolled out across STA.

HR Challenges Faced by SITA

While signil&hnt progress was made during 2014/15 with regard to human capital management, certain

chalengesremain:

» \Vacancies Qut of atotal 3255 approved permanent positions, 667 are vacant. The Organisation Design and
Development policy now delimits vacancies that have not been [lléd for six months or more. Dedicated
resources are to be allocated to expedite the [#ling of these vacancies

» Employee turnover. The STA turnover rate for the period was 16.8% which is dightly above the industry
norm of 15.2% However, in the same period, an increase in the number of preventable resignations was
observed. Measures put in place to address thisissue include: succession management, recognition and
reward, and validation of the salary scale compared to the ICT market

» Employee equity. The EEtargets achieved were 45%for gender (annual target was 50%) and 1.2%for
disability (annual target was 2%)

» Employee morale. Low employee morale is ill in the lower quartile as shown in the OHI Survey results

+  Fixed-contract employees. Amendmentsto the Labour Relations Act related to employees on [xéd
contracts will entail cost and procedure changes

Table 10: Highdevel HRinterventions/ programmes (2015-2019)

YEARS3 YEAR4
STRATEGCQUTCIMET: STAASANBVPLOERGFGHAE
* Implement integrated talent | « Review and implement * Monitor theimplementation | « Monitor and evaluate.
management strategy and talent management strategy of thetalent management
framework. and framework. grategy and framework.
* Implement corporate socid | ¢ Review and implement + Monitor theimplementation
regponsibility programmein corporate social of the STA retention strategy.
collaboration with responsibility programmes




YEARS3

YEAR4

STRATES CQUTGIME2: BULDAHEALTHY CRGANISATION

* Implement work stability
programme.

* Implement awarenessand
education programmes.

* Implement family—friendly
practices

« Gomply with occupational
health practices

« Egtablish day-care facilities
and wellnessclinic services

* Implement improved hedth
menus

* Launch and promotethe
gym facilities

* Implement and monitor the
current performance
management policy and
rewardsprogramme.

¢ Implement rewardsand
recognition programmes
linked to innovation.

* Implement and embed the
High Rerformance
Organisation (HFO) mode!
and improvement plan.

 Bvduatetheimpact of the
Qustomer Service Focus

Fogramme.

* Enhhance implemented
gability programmes.

* Enhhance implemented
awareness and education
programmes.

* Implement family—friendly
practices

+ Comply with occupationa
hedlth practices

+ Sudain the day-care fadilities
and wellness dlinic services

+ Sugtain theimproved hedth
menus.

 Sudain and promote the
gym fadilities

* Implement continuous
improvement initigtivesto
drivethe attainment of a
high performance culture.

» Monitor and evduate.

* Review implemented
gability programmes.

* Review implemented
awarenessand education
programmes.

+ Gomply with oocupationa
hedlth practices

* Monitor and evauate use of
services

* Implement continuous
improvement initiativesto
drive the attainment of a
high performance culture.

STRATEA COUTGVE4: GREATEA GUSTAVERLGENTR CORGAN SATION

» Monitor and evaluate.

 Monitor and evaluate.

STRATEI CAJTGIMES: DEVE.CP AH GHPERFCRVIANGEAND INNOVATI VECRGANT SATION

» Monitor and evaluate.

 Monitor and evaluate.

STRATES CAUTGIMES: FAGLITATE TEGHN CAL ANDCRGANISATIONGAPABILITY




HUMAN RESOUFCE OVERSIGHT

STATISTICS

Personnel Costs

TOALBFENDITURE
FORTHEENTITY
[RDool 2]

PERSINNEL

EXPENDITURE

[(Rboo)

R 206 496.64

PERSONNEL EXP. AS
A% OF TOTAL EXP.
(R’000)

NO. OF EMPLOYEES

AVERAGE PERSONNEL
COST PER EMPLOYEE

{R’000)

R359.50

Personnel Costs by Occupational Category

Top management Ri8768.77 2% 23 RB816.03
Senior management R138443.89 11% 145 F4.79
Professional qualileli R17290963 14% 313 FB5243
Killed R84 07047 65% 2146 R365.36
Semi-skilled R84 325.71 7% 676 Ri24.74
| Indkillad 707217 40/ [~p] RIEN R




Training Costs

GILPATIONAL PERSONNEL TRANING TRAINNG NQCF AVG TRANING
CAEGRY EFENDTURE BPENDTURE BEPENDITUREASAY%
(Rboo:] (ROo0[] CFPERSONNELGIST  TRAINED
Top management R18768.77 RB3.99 045% 16 R525
Senior management R138 44389 R 79991 202% 260 R10.77
Professional qualil’et R17290963 R 964.17 1.71% 356 R833
illed R784 07047 R14 47826 1.85% 1946 R744
Semi-skilled R84 325.71 R3166.06 3.75% 531 R59
Unskilled R7978.17 F7.05 0.72% 8 R7.13
Total R1206496.64 | R23549.43 1.95% 3117 R7.56

Employment and Vacancies

CRGANI SATIONARH TECTURE IYAS-EHAE ABVENTAND
PROGRAVIVE MGRATION

2011/12[8H0. 2] 2012/13[W0.32] 2013/14[WH0.4%]

Approved Actua Approved Actud Approved Actud
gructure# | employee | Vacancies | dructure# | employee | Vacancies | dructure# | employee | Vacancies
postions | headoount positions | headoount postions | headoount



Employment Changes

Top management 18 6 5 11 6 23

Senior management 135 21 0 21 11 145
Professional qualil’ed 35 3 3 6 18 313
illed 1791 164 277 441 86 2146
Semi-skilled 481 47 200 247 52 676
Unskilled 50 2 4 6 3 53

Total 2800 243 489 732 176 3356

Note: Board membersand Learners are exduded from the employment figures at beginning of period but induded in thefigures

at end of period becausethey are also induded in the personnel costs

Reasons for Staff Leaving

REASONFCRTERVINATION NUVBER %CFTOTALNQ GF STAHFLEAVING
Abscondment 1 057%
Gontractor resignation 56 31.82%
Deceased 12 682%
Dismissal 3 1.70%
Dissatisfaction: salary 1 057%
Early retirement: 55 > 60 2 1.14%
End of contract 19 10.80%
Full-time studies 2 1.14%
Il health 1 057%




Labour Relations: Misconduct and Disciplinary Action

NATURECFDISOPLINARYACTION NUVBER

Verbal warning 1

Written warning 2
Fnal written warning 2
Dismissal 2
Settlements (employees exited) 6
Quspensions 13
Total number of cases 2

Note: Dueto the negative effects of the Organisational Architect project, managersdid not actively pursue disciplinary processes.
Onedismissal was settled out of court and converted to an employee exit. All suspensionswere lifted except for onewherethe
caseagaing theemployeeistill ongoing.

Equity Targets and Employment Equity Status

BLAGS WHTE
TOAL

ARCN CIOHRD INDAN ACTUAL% TARGET GJRRENT ACTUALY%  TARGET

Top management 12 0 0 71% 70% 3 2%% 30% 15

Senior management 56 3 5 71% 70% 20 2% 30% 84




BLAGS WHTE
TOAL

INDAN ACTUAL% TARET GRENT ACTUAL% TARGET
Top management 6 2 0 2% 70% 0 28% 30% 8
Senior management 37 6 2 72% 70% 16 28% 30% 61
Professional qualil’eti | 31 2 6 7% 70% 49 28% 30% 88
illed 561 38 24 7% 70% 305 28% 30% 928
Semi-skilled 358 25 6 72% 70% 37 28% 30% | 426
Unskilled 16 0 0 7% 70% 0 28% 30% 16
TOTAL 1009 73 38 72% 70% 407 28% 30% | 1527

Note: The combined actual percentage achieved was 72%for Backs (race)and 45.5%for Gender (women)

Top management 0 2% 2% 0
Senior management 1 2% 2% 2
Professional qualil’el 2 oA % 2
Killed 17 2% 2% 25
Semi-skilled 5 2% 2% 9
Unskilled 0 2% 2% 0




HEALTH SAFETY AND
ENVIRONMENTAL ISSUES

A safe and hazard-free working environment is one of the most important factors for
employee commitment and performance. SITA has the following initiatives to mitigate and
control hazardous risks:

« Risk assessments: environmental risks assessment has been conducted with the am of identifying health
hazards, improving working conditions and preventing the risk of employees contracting infectious diseases.
Assessments focused on noise levels, ventilation and airborne infections, sanitation,obuilding,etc.

First aid services: first aid training has been provided to occupational health and safety representatives
who inspect and manage first aid boxes.

Medical services: a room has been designated for sick staff members to retire to in order to take althbment,

monitor chronic medical cases and have a rest before returning to work.

SO CIAL RESPON SIBILUTY

STA believes that the correlation between people, business and the community is inseparable, and that a
company is fundamentally a social structurelal line with its commitment to promoting sustained social and
economic development, ongoing support has been provided to the communities in the geographical areas
where the agency operates. Many SITA employees have also taken the initiative to actively contribute in cash
and kind, and volunteered their time to support events such as Mandela Day and International World Aids Day.

STAs Socia Responsibility programme supports those who have been economically marginalised and
previously disadvantaged. As modern technology is one of the most powerful vehicles through which to drive
transformation, the programme has focused on empowering teachers and learners in secondary schools
through ICTs Thispast year's elékts have focused on the installation of ICTlabs at secondary and some primary
schoolsin various provincesthroughout the country, in collaboration with key stakeholders such asthe Ministry
for Telecommunicationsand Postal Servicesand ICTindustry partners. These initiatives have resulted in opening
doorsto the world of digital information and connecting the schoolsto avast array of opportunities.






STATEMENT OF RESPONSIBILTY
BY THE BOARD OF DIRECTORS

The directors are responsible for the preparation, integrity and fair presentation of the report on
performance information and the annual financial statements of STA. The [nbncial statements
presented on page 105 to 145 have been prepared in accordance with Generally Recognised Accounting

Practice and include amounts based on judgments and estimates made by management.
The going concern basis has been adopted in preparing the financial statements.

The directors have no reason to believe that the organisation will not be a going concern in the foreseeable
future based on forecasts and available cash resources. These financial statements support the viability of STA.
The report on performance information and the annual financial statements have been audited by the Auditor-
Ceneral, who was given the give unrestrictive access to all [hbncial records and related data, including of
minutes of all meetings of the Board, committees of the Board and executives. The directors believe that all
representations made to the Auditor-General are valid and appropriate.

The annual [abncial statements set out on pages 105 to 145, which have been prepared on the going concern
basis, were approved by the Board of Directorson 29 July 2015 and were signed on itsbehalf by:

m
-

Jerry Vilakazi
Chairman of the Board of Directors
14 August 2015



REPFORT BY THE CHIEF EXECUTIVE OFHCER

General Review of State ICT

Customer conlidence and service delivery

A key focus of the leadership team is restoring customer conl’dence and improving service delivery. Over the
last few months, STA has conducted a number of workshops and EXQO olslte sessions to understand and
improve the agency’s current state of operations. Based on these engagements, several chalenges were
identil’el that need to be urgently addressed to enable STA to eliettively deliver value to the public. The recent
organisational diagnostic supported the views expressed by STA's customers about the agency:

» Long lead times and perceived corruption in procurement

» Poor service delivery to customers

* High costs of STA services

» Lossof critical skills

+  Demotivated stal™’]

* Ageing and outdated infrastructure

» Customer dissatisfaction

. Insuﬂiently proactive or innovative product design and customer solutions

STA continuesto implement initiatives aimed at improving customer satisfaction and addressing critical service
delivery issues raised in the client satisfaction survey of 2012/2013. Rerformance levels are closely monitored
and reported on against signed Service Level Agreement (SLA) metrics, in order to improve performance and
thus customer service delivery. STA continues to establish governance mechanisms (both manua and
automated) that will ensure better service delivery, specilhlly regarding customer complaints. STA has
concluded the 2016/2016 Annual Rerformance Flan (APP), to ensure a more focused approach to improving
performance. Going forward, accountability and good governance will be the agency’s key drivers.

Security and upgrading
The security of government data and STA's network continues to be reviewed in line with best practices. STA
solutions are designed to withstand any form of cyber-attack and have the necessary operational structures,

gt andard<q hiidnece nrnreccre and mananement technnlnniectn reannnd tn anvthreat Mnderniann nfthe data



Human capital and skills

In July 2015 the placement process for 11127 employees, displaced as a result of the turnaround restructuring
at the beginning of 2013/2014, was concluded. The process of [Hling the outstanding executive positions
continues and should be [Ahlised in time for the new executives to be part of the leadership team who will be
driving the implementation of the 2015-2018 strategic plan. The EXCO has resolved to prioritise [lling 410 out
of a total of 1023 vacancies budgeted for in order to contain operationa expenditure. During 2014/15, the
Board approved a number of critical human capital management-related strategies and policies, including the
[¥&-year Human Capital Management Strategy. A Slls Audit is underway and will ensure that STA becomes
aware of its current capability needs and can thus position itself to meet present and future requirements.

Strategic Overview

STA continueson itsjourney of implementing the strategic plan, which aimsto improve service delivery, create

trangparency on costs and result in a high-performance organisation through:

*  Becoming customer-led, served by highly motivated and skilled employees

» Radically improving and transforming procurement systems and processes

» Developing and implementing integrated e-Government servicesin partnership with our customers and
in aignment with the MTS-

* Modernising and upgrading infrastructure, and improving the security of government data assets

The STA gtrategy for 20152018 and the APP for 2015/ 16 were revised, approved and tabled at Parliament. The
Corporate Balanced Scorecard was aligned to the changesin the corporate strategy and APR

Services Rendered

The agency provides mandatory and optional servicesto government, including:

MANDATCRY CPTIONAL

Froviding or maintaining Public Telecommunications

Networks (PTN) and \lue Added Networks (VAN) Providing training on ICTs for government

Froviding or maintaining transversal systems Developing gpplication software




Programme Structure

STAswork iscentred on initiativesthat support six key programmes:

STRATEA CPROGRAVIVE GOALS

Programme 1: Frocurement

To addressal issuesrelating to delayed procurement turnaround times,
removing customer pain points, and transforming the procurement function

Programme 2: Service Delivery

To provide high-qulity IT servicesto enable government to deliver el“dient
and convenient servicesthrough the use of ICT

Programme 3: Infrastructure

To optimise the provision of STAs ITinfrastructure servicesin order to increase
avallability, [&kibility, scalability, predictability and security

Programme 4: Fnancia Sustainability

To ensure an e éttive and el “dient [Bibncia management, and ensure
[bncial growth and sustainability

Programme 5: Organisation

To build and maintain organisationa cgpability to enable STA to achieveits
srategicimperatives and become an employer of choice within the ICTindustry

Programme 6: GCovernance and
Adminigtration

To provide leadership, strategic management, governance, risk and resource
management in line with government-accepted norms and sandards

Revenue

The delelt before tax for the quarter ending 30 June 2015 was R215.3-million, from a revenue of R1.235-billion,
or -17 4%as a percentage of revenue. The actual revenue of R1.235-billion is 31.5% above the budgeted R339.4-
million, and the cost of sales of R1.305-billion is 16.7% above the budget of Ri.118-billion. Net delet after tax

amounted to R155-million.

Infrastructure Spending

STA underwent a number of reviews to ensure aignment between the operationa and strategic capital
requirements against the available capital for the year. On 29 July 2015, the STA Board approved R640-million
for infrastructure investment in 2015/2016:




By 31 July 2015, R215 004[513 had been spent on the network upgrade projectsand R41[434[383 on the upgrade
and maintenance of the data centre capabilities. The mgjority of the contracts for the infrastructure spend are
now in place and the allocated amount will be fully utilised.

Integrated [Alncial management system

The award of the integrated ['hncial management system (IRVIS) tender to the original software manufacturer
(OSM) was delayed by over four months. STA had concluded all the required processes, but probity servicesby
National Treasury resulted in the delay. The actual impact cannot be estimated until the award is made to the
O3V, and the delay will continue to increase until the award is concluded.

E-Cabinet

The e-Cabinet project wasdelayed by the construction work that the Department of Public Works (DPW) had to
complete at both the Union Building and Tuynhuys, but STA and DPW are working to recover lost time. STA and
the Presidency have developed aplan to get the project back on track, the commitment of the Presidency stal ]
to this project iscommendable.

The Western Cape Broadband project target had to be revised after the supplier could not complete the site
preparations as per the original plan. STA hasbeen engaging with the supplier to get the project back on track.

Capacity Constraints

The scarcity of ICT skills, epecially for software developers and testers, business analysts and IT architects, is an
organisational capacity challenge for STA in meeting its business objectives. The total number of vacancies at
the end of the year was 667 out of 3255 approved permanent positions. Therefore, STA needs a sound stal ‘g
model that provides a balance between buying talent and building organisational capacity, and establishing a
strong Employee Value Proposition (EVP) that both attractsand retainstop talent. In 2014/ 15,the Board approved
anumber of strategiesand policiesthat will enable STA to addressits capacity constraints, including the Talent
Management Srategy, Leadership and Skills Development Srategy, Competency Management Rolicy,
Succession Management Policy and Career Management Policy. STA hasestablished strategic partnershipswith
tertiary institutions, including the North-West University and the University of Pretoria, to implement its capacity

building programmes. STA also continues to develop ICT skills through its intership and learnership
nroarammee In 2014/2018 QTA emnlnveec attended atntal nf R117 ICT-related traininn internventinne and 20K



Transfer Payments to Organisations

¢« None

Events After the Reporting Date

* None

Corporate Governance Arrangements

Internal Audit Function

The Internal Audit Function (IAF) continued to full¥its mandate, of providing independent, objective assurance
and consulting activity designed to add value and improve the STAs operations. Through a systematic and
disciplined approach, the IAF assists STA in evaluating and improving the el&btiveness of risk management,
control and governance processes within the agency.

The IAF operates in accordance with an approved Internal Audit Charter and is guided by a fully functional
Audit, Rsk and Compliance Committee (ARCC). The IAF has processes in place to ensure that existing stal 2]
obtain appropriate qualilehtions and are kept abreast of changes within the Internal Audit profession.

Through, inter alia, engagement with internal stakeholders, the IAF formulated a comprehensive three-year
rolling plan, incorporating an annual risk-based internal audit plan approved by the ARCC. The 114 audits
planned for the year were fully executed. In addition, the IAF undertook 124 unplanned projects, including
various consulting activities and ad-hoc management requests. Relationships with management improved, as
shown by the number of unplanned specialised projects, which in turn indicates that management sees the
value of the IAF within its systems of governance and control. The IAFs executive has complete access and a
direct reporting line to the ARCC, and presents reports at each committee meeting on internal audit activities.

Audit, Risk and Compliance Committee
The ARCC continuesto operate within itsterms of reference, which are reviewed annually. During 2014/15, the
ARCC met [ times. The Accounting Ollder and executive management are always represented, and the

Aniditar-Ceneral ie alwave invited ta attend enda irina that theee meatinae are ac al Bhtive and trananarent ac



continuously communicated through awareness campaigns promoting the embedding of risk management
principles and processes within STA. The ARCC actively monitors STA risk prolld, which includes strategic,
operational, corruption and business continuity risks and forms the basis for the STAs internal audit plans. STA
supported and monitored the successful implementation of its anti-corruption plan and encouraged strong
ethical values from all its employees. The anti-corruption plan isimplemented across numerous functions and
results in a multi-dimensional approach to mitigating identiC&H corruption risks and combating corruption
holistically. STA has a zero tolerance stance on corruption, and the mitigation of identi(&l corruption risks is
supported at al levels.

Internal policy review

In the period under review, the following Codes, Charters (Terms of Reference), Policies and Procedures were
adopted and/or reviewed:

» Fixed Asset Management Policy

» Competency Assessment Framework

*  Revised Supply Chain Management Policy

* Integrated Talent Management Framework

»  Career Management Policy

» Recognition and Rewards Policy

» Succession Management Rolicy

» Accounts Receivable Policy

*  Debt Management Policy

* Accounts Payable Rolicy

» PRevised Foreign Exchange Policy

» Revised Banking and Investment Folicy

»  Revised Competency Management Policy

* Revised Organisation Design Policy

» PRevised STA Integrated Talent Management Policy
*  Revised Human Capital Resource Panning Policy
» JTA Secondment, Transfers and Relocating Policy
» STA Rsk Management Policy

» JTA Rsk Management Framework

e Prviced Intenrated Cnrnnrate Perfarmance Mananeament Phliry



Other Governance Matters

Integrated sustainability management

JTA recognises that strategy, risk, performance and sustainability are inseparable, as outlined in the King Il best
practices and that the agency is (and is seen to be) a regponsble corporate citizen. STA views sustainability as a
business practice that creates vaue for stakeholders through managing the environmental, social and governance
factors debting the agency’s ability to achieve sustainable service delivery. STA acknowledges the importance of
reporting the results of its operationsin away that bringstogether information about the STAs strategy, governance,
and performance and future prospects while rel&tting the commercial, social and environmental context within
which it operates. JTA continues to emphasise the importance of embedding the management of environmental
and sugtainable development issuesinitscore business and hasdready integrated sustainability agpectsinitsstrategic
objectives (see pags37to 43). At the core of itssustainability agenda, STA recognisesthe need to be cost el “dient and
environmentally friendly, to ensure that resourcesare used e 'diently and in asocially and environmentally responsible
manner.To thisend, cost-saving initiativesand green practicesare gradually being introduced into businesspractices

South Africa has made a conscious eliakt to move towards a green economy, as part of the long-term plan to
grow the economy while mitigating the eligkts of climate change. Embracing the government’s eliakts ITA
strivesto live green in al aspects of itswork, in interactionswith customers and employees, leading by example
in ensuring that the impact on the environment is as minimal as possible. To this end, STA adopted sustainable
event management principles. The aim isto minimise STAs carbon footprint and impact on the environment
throughout the diliekent stages of event planning and execution. STA uses an environmental policy document
to plan an event and ensure adherence to these principles. For instance, service providers selected must be
committed to, and provide proof of being committed to, environmental objectives. After an event, targets are
revised and improvements recommended for the next event. The success of this approach was acknowledged
when the Govlech 2014 conference, the foremost gathering of ICT professionals from the private and public
sector received a gold class pass on the green scoreboard. Thistrangatesto an 84. 7% score for planning and
implementation of sustainable business practices, an improvement on the 79.2 % achieved in 2013.

Supply chain management
Improvements in the SOM function have begun to make a visible contribution towards operational el“diency
and good governance within the STA. STA iscommitted to further and more substantial improvementsthat will

keen the ainnlv chain fiinctinn reeannnadve tn the dratenic neede nf dakehnlder Kav initiativecinel ide:



+ An ECM (Enterprise Content Management) Contract Tracking and Management system hasbeen developed
internally and wasrolled out in November 2014. All contracts are now stored in one electronic database.

» New procurement checklists for various process stages have been introduced to enhance the quality of
execution and to curb non-compliance by practitioners, including other process-related risks.

* New practices have been introduced to ensure that the CEO approves al business cases requesting deviation
from the normal procurement process, irrespective of value. In addition, the Chief Procurement Olider must
pre-gpprove any deviation before the market or targeted supplier isengaged. This control will curb the abuse
of procurement deviation by procurement practitioners and end-users from line of business.

Asset management

In terms of sub-section 57(b) of the PAVIA as amended, the ol‘dials of a public entity are responsible for the
el'ettive, e[“dient, economical and transparent use of the entity’s resources. In addition to the normal day-to-
day administration and management of STAs asset register, the STA's Asset Management Unit undertook
several key activities to improve the overall asset management environment of STA:

Asset verilédtion. The internal asset veri(&htion was concluded by 31 March 2015. The involvement of STA
employeesin the process enhanced the organisation’shands-on knowledge and awareness of asset management
matters. In 2014/ 15, overall coverage for asset veri(&htion was99.81% which we believe iswithin acceptable levels.

Asset disposal. In line with the STA's Asset Management Policy, Treasury Regulations and the King lll Code on
Corporate Governance, in 2014/15 the Asset Management Unit disposed of 830 assets with a net book value of
R7 516 284. Of these, 36 assets (with a net book value of R7 965) were donated to schools, one vehicle (with a
net book value of R27 683) was sold and the remaining assets (with a net book value of R7 520 121) were sold
asscrap, asthey had no value for use.

ICT Capability
Approximately 85% of the total STA third party expenditure was spent on enhancing STA ICT capability.

Information on Predetermined Objectives

R/erv mnnth dividnnal heade rennrt tn the CFD nn nrnareece made with renard tn nroaramme deliverv anad



Deviations 2014/ 2015

Request for the functiona enhancement of existing

Release 2 and

1 Rolease 3 Fﬁe@eZa?d FﬁegseSenhmoement toindude R4 393512 Megna!ECElenws
ICRG induding maintenance and support for a Gonaulting (Ry) Ltd
Enhancement .
period of two years
Maintenance and support of the IPGranite

2 Encryption Software Ri6646 745 | Nenoteq (Rty) Ltd

encryption software and Nenoteq supplied hardware

Law Trugt Information

3 PKI Solution Support and maintenance of PKl solution FB49800 | Security Solutions (Ry)
Ltd
4 Library Information Provision of Library Information Systems FD 468401 QPAL Brocade Library
Systems to 9TA ServicesNV

Repair and Three (3) Request for deviation from normal procurement
Year Maintenancefor | processand award Shneider Hectric Once 2]

- Celaxy Range Repair and three years maintenance for Galaxy R7500000 | Schneider Bectric
Products Range Poducts
i | Renewal of Licences | Therenewa of RADSM licencesand support RI5730 | MaetekQC

Repairs on UPSNo 4 located in STA CGenturion

7 Repair of UPS RH19916 | Shneider Hectric

Ruilding
8 Dumpmaster Software | Renewal, maintenance and support for U 495 494 BueTurtle
Licences Renewal Dumpmaster software licences Technologies (Ry) Ltd
QUIMI (Capability
9 Maturity Model QMM Training Rr298813 | QMIIngtitute

Integration)




13

14

15

16

17

18

19

20

21

23

24

25

Enterprise Licence Agreement: procurement of

LTSS Adobe licencesinduding support and services 7324619 | Acobesystems

Executive Racement of advertissment for Executive: Service RI60 854 Media24 and Times

Advertisement Delivery and Systems Media

Lectora Licences Renewd of Lectora licences R84 759 BytesReople (Ry) Ltd

TOAD Licences Renewd, mai ntenan'o'e and 'support, including RI42688 BueTurtle Technologies
procurement of additional licences (Ry) Lid

SJppIy_G'_ld Remedly of t_hfe current supply grid con[lrration, to FO-AL Gonstruction

Remediation and supply transtiona (rental) unitsand to upgrade key | R10197 779 (Ry) Lid

Upgrade power supply componentsfor aperiod of one year Y

. Renewa of SAABGintek licences on behalf of the .
DoD Licences Department of Defence (DoD) RB326231 | SAABQGintek (Pty) Ltd
. . Provision of maintenance of col 'k, teaand hot HOT \ending Solutions
pedi e chooolate vending machinesmonth on month Fe45.500 cc
ARSLicences Renewd of AHSsoftware licence Fb 865 043 Saftware AGSuth
Africa (Ry) Ltd

Bomgar Licences Renewd, mai ntenance and support Bomgar B340 582 Net\ngon Network
software licence Solutions

Foresight Licences The renewa of Foresight licencesfor aperiod of Ri84 272 GjimaHoldings (Ry)
oneyear Lid

SASSAPSBI The renewa of SASSAPSH for aperiod of one year RB83 801 SASIngitute (Pty) Ltd

SASWUlindlela The renewa of the SASlicencesfor the Mulindila

Licences project on behalf of Nationd Treasury, for aperiod R1683917 | SASInditute (Rty) Lid
of one year

CA Service Desk The renewal of CA Service Desk Manager for a FB041843 | CASouthem Africa

Manager

period of three years

- . Y w e TNz~ IF 1 AR




Devietion to gppoint current service provider for
zel | KZNOTP provison of LAN and desktop support to the KINOIP R308938 | SAMVERy Lid
for aperiod not exoeeding three months

[Tinfrastructure solution for the Department of

= DI P Rerformance Monitoring and Evaluation

R3067132 | Integra Networking

Deviation to gopoint Vbdacom (Ry) Ltd for the
renewa of maintenance of VAST servicesfor SASSA
CI| SASSAVEAT (South Africen Sodid Security Agency)for aperiod | TBEEB574 | Vedaoom

not exceeding two years

Deviation for the extendon of contract HFB

<2 | Microlfh Services R0 | Meniko

861/2010 (Microllth Services) for DOD
: Deviation to gopoint BICoomputer sysemsfor the
33 gﬂfﬁ‘:pme”t and | | inenanceand apport of EMCecuipment and FEEE8 835 gjwac;;mpma
softwarefor aperiod of 12months
DCSCabinetsand Maintenance of the cabinets and URsfor .
(794
& UPs Department of Correctiona Services RIZ(SAT | Tetenetix Technology

Contract Expansion 2014/ 2015

Previass Neweery HANL - gy %

DESHPTION GINTRACT
EPRYDAIE DATE AVONT  AVONT  INRASE

Replacement tender AFB1154was
LAN and Cabling i b canodlled dueto poor costing model.
Infrastructure 13 | Sbn-14 | RIG7008 | FR43504 0% The new replacement tender FFB

12332014 dosed on 8 Sptember 2014.

The new replacement contract FRQ



PREVMAUS NBWEPIRY

EARYDATE DAIE

CRANAL
GINTRACT
AVIOUNT

EXTENSCON
AVIAUNT

%
INGFASE

Qontract extended for three months
Hardware to alow the replacement process
‘I\&/I)a;ltr;:[,?:n&oe ag?t 30-Sp-13 | 31-Dec-13 | B28463018 | RI5290930 54% (FRQ1988) to be [Bhlised. The FRQis
PP being reviewed by Intemal Audit.
Maintenance and Extension of the current contract to
Support of Rolrl 30-Nov-13 | 30-Nov-14 | R32113 162 [RI53788818| 47890% | dlow the research and tegting of
Equipment atemate productsto be [hbised.
Diginet Term Discount Qontract extension with the current
Aggreement 31-Cct-13 | 31-May-14 | R146 788493 RI05000000| 71.53% | service provider to dlow the Telkom
MSAto be [hhlised.
amenanosol To llow for the (BHisgtion of FRQ
Video Gonferendn 27-Sp-13 | 31-Mar-14 | RR001488 | R379810 1898% | 1144/2013, which isthe replacement
: 9 FRQ The FRQisunder adjudication.
Equipment
To alow an open bid process The
. : i replacement tender is 1209 and the
Lease Vehiclesfor STA | 30-Sep-13 | 28-Feb-14 | R7638167 | RR492436 1% evaluation commenced on 2529
August 2014.
Provision of Vendin Replacement tender 1219isunder
Machine 9 | 01-0ct-13 | 31-Mer-14 | F5100122 | RI006164 | 1649% | evauationand targeted completion
dateisend of November 2014.
Qontract was extended pending the
Wl‘
:’;ﬁ:{‘ GapeQiloes | o noiia 0Apr14 | RI81309 | RI24419 | 2585% | outcome of the relocation processes/
y discussionsat the province.
Armed Response and (ontract wasextended pending the
Monitoring Services 01-Nov-13 | 01-Jun-14 Ri0245 Ri 861 18.17% | outcome of the relocation processes/
PB discussions a the province.
(ontract wasextended pending the
Hygiene Services (P | 01-Nov-13 | 30-Apr-14 | R31608 R6 005 1900% | outcome of the relocation processes/




CRANAL

PREVMIAJSS NEVEPIRY EXTENSON
EHPION - perDvE DAE - QHORST  AVOLNT
Provision of Business Gontract was extended for sx months
. 14-Feb-13 | 31-Aug-13 | R3544600 | RI11772300| 50% | toallow for the [hhlisation of the
Process Architecture :
project.
Gontract was extended with the
. . current service provider to alow for
Courier Services 28-Feb-14 | 31-Aug-14 | RI 242835 | F500000.00 | 4023% the [Bisation of the repl
process
Hardware Tender for/ replacement contract
Maintenance and Monthto underway and the technical
Support for SAPS(RAB |  month St-ln-15 | RI71432908) Fe78 967511 162.73% requirementstabled in the next Bd
769) Soecil Eition Committee.
. . The replacement tender 1211 tabled
g?a‘:]";':th andBmall | 5o 14 | 30Nov-14 | FE5835319 | F7 465301 | 4172% | inthe Rocommendations Gommittee
9 for adjudiication on 3 September 2014.
Provision of STM
Transmission Services . .
between STA and 31-Mar-13 | 31-Mar-15 | R34 722063 | Ri2903327 | 12356% | Partnership processin progress
Telkom.
LANand Desktop .
Support Services 30-Apr-14 | 30-Sp-14 | R0 117897 | FPR309196 | 4627% erdr':gm contract processin
Guntrywide for SAPS prog
Hardware To alow the replacement process
Maintenance and 31-Mar-14 | 30-Sep-14 | R1523818 | RR769279 | 6122% | FRQ1988t0 be[hlised. The ARis
Support being reviewed by Internal Audit.
i::l/i&g: for Kgijp To allow the replacement process
e 31-Mar-14 | 30-Sep-14 | F6705965 | F6716760 | 100.16% | RRQ1988to be [hhlised. The ARis
Provincial . , .
being reviewed by Internal Audit.
Department




CRANAL

PREVMOUS NEWEPIRY EXIENSON Y%
DERPION - perotE DEE GIRCT  AVONT  INGRASE
Provision of Hardware
Maintenanceat the
Department of Basic The replacement tender process
Education (DBB) and 30-un-14 | 31-Dec-14 | RUSETH | Fpas581 20% | underway and businesscase
the Department of submitted to SOM.
Higher Education and
Training (DHET)
The replacement tender process HB
Monitoring Services 1207 presented & the
i 31-May-14 | 31-May-15 | RA2EH148 | Rr51756 3% | moommendaionsGmmittesfor
canodllation dueto poor coging model.
]I:(E iﬁpg‘; ;S:a_;wces To allow the [#Hlisation of the
31-May-14 | 30-un-14 | R3I4d136 | RRl0GMIds | 66% | replacement tender 1208 which is
Infrastructure of (] )
under evauation.
SAPS
Courier Sarvicesfor Replacement B 1073/2013 under
STA 1-Sp-14 | 28-Feb-15 | FB00000 |R190000000 380% | evduation and request for
cancellation submitted for gpproval.
Qeaning Services for Todlow initiation and [#isation of
STA Petermaritzburg 1-Sp-14 | BFeo-15 | FE647I9 ) 29638 63% replacement contract.
Thedient had exhausted dl the funds
inthe previouscontract and printing
Paper Supply 1-Mar-13 | 30-Apr-16 | FBB6240 | Ri 730000 175% | serviceswere ill needed. This
expandon relatesto increase of the
capped amount.
Metro Gonnectivity in
the EThekwini To dlow line of businessto do price
Metropolitan 31-Cct-14 | 31-Oct-16 | RI8800211 | RIZ&N 525 |  66% berch merk
Municipality
Qeaning Services at Replacement HB 1124 was cancelled
Erasmuskloof, Perseus | 31-May-13 | 31-dn-15 | FRl830739 | RUOB1 052 | 41.10% | and the replacement tender FAB1252




CRANAL

PREVIOUS NENVEPIRY EXTENSON Y%
EHPION - perDNE DNE - QOIRCT  AVONT  INGEASE

Hardware Maintenance

and Slected Software

and Maintenance of : To alow [hhlisation of the

- -Cxt- 438 9

WANand LANandall | S1ev 15 | 81-Cet-15 Ri7143008| 1082652 12301% replecement tender pr

Gmputer-related

Peripheral Equipment

Internet Servicesand

Selected Allied FesiEs i To dlow [hbisation of the

Servicesfor STAand | SOTOv-14 | 30-Apr-15 319| RI3GI6083 | 2068% replacement tender process

itsQients

DBEHardware 31.0ec14 | Staln15 | RiE8724 | RIGB 1R | 2157 | ©alowaistionofthe

Maintenance replacement tender process

For the Maintenance

ghﬂid;oe\:]\ﬁ:] the To alow the procurement processto

P . 31-Nov-14 | 31-Aug-15 | Fel143099 | RIlGE30900 | 1678% | publish an open bid asareplacement

Network Operations of the current contract

Centresat STA '

Gauteng.

Maintenance and To allow for the [RAlisation of the

Support Contract for . . ., | replacement tender. The speci{@dtion

HP Automation Shln15 | 3bn-16 | FBSG1943 | B0 115 1954% gtill needsto be presented to Bd

Software Soeciation Gommittee for approval.
To alow for the [RHlisation and

Provision of Aeaning 5 . trangtioning of the replacement

Services 30-Apr-12 | 31-ln-15 | Re75254 | R307109.82 | 11157% tender (FFB1252/2014) which is
under adjudication.
To alow for the [nHlisation and

Provision of Aeaning 31-May-13 | 30-Aor15 | F6714506 | FB216144 | 4790% transtioning of the replacement

Services

tender (FB1252/2014) which is
under adjudication.




CRGNAL

PREVIOUS NEWEPIRY EXTENS
DERPIN - perDNE DWE QAT AVONT.
Cancellation of the replacement tender
was gpproved on 20 nuary 2015. The
Maintenance and canodllation wasdueto misdignment
support of Discovery 31-n-15 | 31-&n-16 | FB55183 | R1380802 | 14456% | of thesoope of work end coding
Solution model. Line of busnessiscurrently
reviewing the spedi{ &tion so that they
can submit for publication.
Request for Deviation
to Reappoint Faranani Extended on amonth-to-month basis
ITServices (Pty) Ltd until the replacement contract B
for the Support and 1286/2014 isconduded. RFB1286 is
Maintenance of the 31-Mar-15 | 30-Sep-15 | R4965237 | RL099272 83% being reviewed by Internal Audit and
PAAB System / the target for Management
Application for the Procurement Gommitteeis 14 May
Mpumalanga DoH 2015.
(Deviation)
Extended to allow for the [blisation
Symantec End User of aresource plan and areplacement
Security and Services | 30-Apr-15 | 30-Apr-16 | B920097 | RI0515303| 106% | contract. Thebusinesscaseto dart a
for SAPS replacement tender will be submitted
by 24 April 2015.

Interim Financial Statements

Interim [Abncial statements were issued at the end of each quarter of the [Abncial year as prescribed. These
relebted afair view of the [bncial performance, ilncial position, changesin net assets and cash [élvs of ITA
at the end of each quarter.

Approval

The Annual Fnancial Satements set out on pages 105to 145 have been approved by the Chief Executive

Officer




REPORT OF SOCIAL AND
ETHICS COMMITTEE

Introduction

The Social and Bhics Committee of the State Information Technology Agency SOC has pleasure in presenting
its Report for the Anancial Year ended 31 March 2015.

Background

This report is provided by the Social and Ethics Committee in terms of Regulation 43(5)(c) of the Companies
Regulations promulgated in terms of the Companies Act 71 of 2008, as amended (the Companies Act).

The purpose of the Committee is to enforce a more structured and focused approach to social and ethical
issues, with standardised and comparable performance and information reported upon.

Composition and Terms of Reference

This statutory Committee was established by the STA Board of Directors on 9 January 2013 and its terms of
reference were approved on 30 April 2013. The said terms of reference were revised during the past [hbncial year.

The Committee monitorsand overseesthe functionsasset out in the CompaniesAct aswell asthe responsbilities
assigned to it by the Board.

Information on the composition of the Social and Bhics Committee, its terms of reference and its procedures
are set out more fully in the Corporate Governance Report and the Annual Report.

Purpose and Functions



The Company iscommitted to high moral, ethical and legal standards in dealing with all of its stakeholders. All
the Directors and employees are required to maintain high standardsto ensure that the Company’sbusinessis
conducted honestly, fairly and legally and in areasonable manner, in good faith and in the best interests of STA.
These principles are set out in STA Code of Conduct.

Social and economic development
The Committee monitored and reviewed the implementation of policies regarding adding value to and giving
to the communitiesin which STA operates, including Corporate Social Responsibility.

Labour

STA is committed to fair labour practices and freedom of association. The Company’s policies are aimed at
eliminating unfair discrimination and promoting equdlity in line with, inter alia, the South African Constitution,
the Labour Relations Act, the Employment Equity Act and the Broad-Based Back Economic Empowerment Act.
The Committee monitored and reviewed the implementation of labour policies, including:

» Attraction, retention and development of skillsto support the Company’s growth plan

» BEmployment equity

* Employeeturnover

* Learnershipsand bursaries

* Educational training and development of its employees; and

+ Literacy

Safety, health and environment

STA is committed to providing its employees with a safe and healthy work environment. The Committee
monitored and reviewed the implementation of safety, health and wellness policies, including:

»  SHfety performance;

»  Occupational health and wellness; and

» Tuberculosis, HIVand Aids



REPORT OF THE AUDIT, RISK AND
COMPUAN CE COMMITTEE

We are pleased to present our report for the Financial Year ended 31 March 2015.

Committee Members and Attendance

The Committee consists of the members listed hereunder and has met as reflected below, in line with its
approved terms of reference.

MEMBERS NUMBER OF MEETINGS

NAMEAND SURNAME 7

Adv BMatlejoane 1/7
Mr JMngomezulu® 1/7
Mr Z Nomvete 67
Mr G Victor 6/7
Ms M Williams 77
Mr W Mudau 47

Audit, Risk and Compliance Committee Responsibility

The Committee has complied with its responsibilities arising from the requirements of the Companies Act of
2008, the Public Finance Management Act of 1999, and National Treasury Regulations of 2005. The Committee

hae adnnted annranriate farmal terme af reference ac ite alidit committee charter hae reaiilated ite a &lre in



The Effectiveness of Internal Control

From the various reports of the Internal Auditors, the Audit Report on the Annual Financial Satementsand the
management letter of the Auditor-General, no signilént or material non-compliance with prescribed policies
and procedures were reported. Thus the system of internal control for the period under review was generally
el‘ettive. However, attention isdrawn to the following areas of concern:

+  CAPKX

» Biling and Collections

»  Supply Chain Management

The Effectiveness of Internal Audit

The Committee received a wide variety of risk-based audit reports from the internal auditors and is of the
opinion that internal audit is e ‘&ktive in the fullllnent of its mandate. We are satideli with the activities of the
internal audit function, including its annual work programme, co-ordination with the externa auditors, the
reports of signi@nt investigations and the responses of management to speci@recommendations

The Risk Areas of the Institution’s Operations

A Rsk Management Committee meets on aregular basis and shares its reports with the ARCC. A risk register is
kept and updated continuoudy to ensure that all the major risks facing the programmes and entities under the
National Treasury are recorded. The risk management system will be subject to internal audit in the coming year.

Accounting and Auditing Concerns Identil&d as a Result of Internal and
External Audits

No additional accounting and auditing concerns have been reported.

The Institution’s Compliance with Legal and Regulatory Provisions

The Committee has noted the in-year management and reporting in terms of the STA Act, the PRMA and all
other applicable law and is satid &l with the quality thereof.



Independence of External Auditors

In terms of the PAMA the Auditor-General is responsible for the external audit of the a'Ars of the agency.
However, the Auditor-General is, in terms of the Public Audit Act (No. 25 of 2004) as amended, authorised to
outsource such an audit.

The Auditor-General outsourced the external audit of the al‘alrs of the agency to PricewaterhouseCoopers
(PwC), which conducted the 2014/2015 audit. The Committee is satid @l with the independence of the Auditor-
Genera and of PwC.

Issues raised in prior year

The Committee has reviewed the agency’simplementation plan for audit issues raised in the prior year and is
satid &l that the matters have been adequately resolved except for the following:

+ CAPKX

» Collections

*  Supply Chain Management

A ':"! S
i ol —_—

Zukile Nomvete
Chairman: Audit, Rsk and Compliance Gommittee
14 August 2015



REPORT OF THE AUDITOR-GENERAL TO
PARLIAMENT ON THE STATE INFORMATION
TECHNOLOGY AGENCY SOC LIMITED

Report on the financial statements

Introduction
L

| have audited the financial statements of the State Information Technology Agency SOC Lid set out on
pages 105 to 145, which comprise the statement of financial position as at 31 [brch[2015, the statement
of (nbncial performance, statement of changesin net assets, and cash [Célv statement the statement of
comparison of budget information with actual information for the year then ended, as well asthe notes,
comprising asummary of signimnt accounting policies and other explanatory information.

Accounting authority’s responsibility for the [hlancial statements
2. The board of directors, which constitutes the accounting authority is responsible for the preparation and

fair presentation of the [hbncial statementsin accordance with South African Sandards of Generally
Recognised Accounting Practice (SA Sandards of GRAP) and the requirements of the Public Finance
Management Act of South Africa, 1999 (Act No. 1 of 1999) (PAVIA) and the Companies Act of South Africa,
2008 (Act No. 71 of 2008), and for such internal control asthe accounting authority determinesis
necessary to enable the preparation of [Abncial statementsthat are free from material misstatement,
whether due to fraud or error.

Auditor-general’s responsibility
3. My responsibility isto express an opinion on these (abncial statementsbased on my audit. | conducted

my audit in accordance with Intemational Sandards on Auditing. Those standards require that | comply
with ethical requirements, and plan and perform the audit to obtain reasonable assurance about whether

the [Abneial ¢ atemente are free fram material miedtatement



reasonableness of accounting estimates made by management, as well as evaluating the overall
presentation of the [hbncial statements.

5. Ibelieve that the audit evidence | have obtained is suldient and appropriate to provide a basis for my
audit opinion.

Opinion

6. In my opinion, the (Abncial statements present fairly, in all material respects, the [hbncial position of the
Sate Information Technology Agency SOCLtd as at 31[Mbrch[2015 and its(hbincial performance and cash
Celvs for the year then ended, in accordance with SA andards of GRAP and the requirements of the
Companies Act of South Africa.

Emphasis of matter
7. |draw attention to the mattersbelow. My opinion isnot modil&H in respect of these matters.

Signi[‘€ant uncertainties

8. With reference to note 27 to the [hbncial statements, the public entity isthe defendant in various lawsuits.
The public entity isopposing these claims. The ultimate outcome of these matters cannot presently be
determined and no provision for any liability that may result hasbeen made in the [hbncial statements.

Additional matters
9. Idraw attention to the mattersbelow. My opinion isnot modil&l in respect of these matters.

SITA as the procurement agent on behalf of other government institutions

10. According to section 7(3) and (5) of the Sate Information Technology Agency Act, 1998 (Act No. 88 of
1998) (STA Act), every department must, and while other public bodies may, procure information
technology related goods and services through STA.

11. In instances where requests are received from government departmentsand other public bodies, STA acts
asthe procurement agent on behalf of these institutions. STA must facilitate the procurement process
strictly in terms of the prescribed legislation. STA will make a recommendation to the accounting olider or

areniintina antharitv an a nrafarred hidder(@l The acran intina al idar ar acrar intina antharity hawever



Other reports required by the Companies Act
13. Aspart of my audit of the [hbncial statementsfor the year ended 31[lbrch[2015, | have read the Directors

Report, the Audit Committee’s Report and the Company Secretary’s Certiléhte for the purpose of
identifying whether there are material inconsistencies between these reports and the audited [hbncial
statements. These reports are the responsibility of the respective preparers. Based on reading these reports
| have not identil’ell material inconsistencies between the reports and the audited [abncial statementsin
respect of which | have expressed an unqualiléli opinion. | have not audited the reports and accordingly
do not express an opinion on them.

Report on other legal and regulatory requirements
14. In accordance with the Public Audit Act of South Africa, 2004 (Act No. 25 of 2004) (FAA) and the general

notice issued in termsthereof, | have aresponsibility to report Eldingson the reported performance
information against predetermined objectives for selected objectives presented in the annual
performance report, non-compliance with legidation and internal control. The objective of my testswasto
identify reportable [blings as described under each subheading but not to gather evidence to express
assurance on these matters. Accordingly, | do not express an opinion or conclusion on these matters.

Predetermined objectives

15. | performed proceduresto obtain evidence about the usefulness and reliability of the reported

.

performance information for the following selected objectives presented in the annual performance
report of the entity for the year ended 31[Mbrch[2015:

Objective C1: Enhance el‘diency of government business processes on pages56 and 7

Objective C2: Improve security of government data assetson page 7

Objective C3: Review and improve performance of SOM on pages 7,8 and 9

Objective C5: Drive economies of scale in the acquisition of large ICT goods and serviceson page 9
Objective Co: Drive transformation agenda on page 9

16. | evaluated the reported performance information against the overall criteria of usefulness and reliability.
17. | evaluated the usefulness of the reported performance information to determine whether it was

presented in accordance with the National Treasury’s annual reporting principles and whether the

rennrted nerfarmance wae rnnadent with the nlanned nhiectiviee | fiirther nerfarmen teatetn datermine



+ Enhance elidiency of government business processes

» Improve security of government data assets

* Review and improve performance of the SCM

» Drive economiesof scale in the acquisition of large ICT goods and services
» Drive transformation agenda

Additional matters
20. Although | identil®H no material (Ablings on the usefulness and reliability of the reported performance
information for the selected objectives, | draw attention to the following matters:

Achievement of planned targets
21. Refer to the annual performance report on pages 37 to 49 for information on the achievement of the
planned targetsfor the year.

Adjustment of material misstatements

22. | identil’&li material misstatementsin the annual performance report submitted for auditing on the
reported performance information of ‘Drive economies of scale in the acquisition of large ICT goodsand
services' As management subsequently corrected the misstatement, we did not raise any material [Hings
on the usefulness and reliability of the reported performance information.

Compliance with legislation

23. | performed proceduresto obtain evidence that the entity had complied with applicable legidation
regarding [hbncial matters, [hbncial management and other related matters. My [nbings on material
non-compliance with specilélmattersin key legislation, as set out in the general notice issued in terms of
the PAA, are asfollows:

Procurement and contract management

24. Goods and services of atransaction value above R500 000 were procured without inviting competitive
bids as required by Treasury Regulations 16A6.1.

25. Qulidient appropriate audit evidence could not be obtained that all contracts and quotations were

awarded in arrnrdance with the lenidative renl lirement Q ac @ iInnnrtina dnci iment atinn for hwao (9)



Internal control

27. | considered internal control relevant to my audit of the [abncial statements, annual performance report
and compliance with legislation. The matters reported below are limited to the signil'cnt internal control
deliglenciesthat resulted in the [iablings on non-compliance with legisation included in thisreport.

Financial and performance management
28. The entity did not review and monitor compliance with applicable laws and regulations.

Other reports

Investigations

29. The special investigations unit is currently investigating two (2) casesrelating to procurement irregularities.

30. There are seven (7) cases where potential irregularitiesin respect of supply chain management and ICT
service delivery are being investigated that may result in [abncial misconduct.

31. The internal audit department has completed twenty nine (29) investigationsin the current year in respect
of supply chain management, ICT service delivery and corporate services.
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CERTIFCATE BY THE COMPANY
SECRETARY

I, Mashumi KMzaidume, in my capacity as Company Secretary of SITA SOC Ltd, hereby certify that,
to the best of my knowledge and belief, the company has lodged with the Registrar of Companies all
such returns asare required of it in terms of Companies Act No 71 of 2008, and that all such returns are true,
correct and up to date.

o

Mashumi KMzaidume
Gompany Secretary
14 August 2015



DIRECTORS’ REPORT

1. Introduction

The directors have pleasure in presenting their report, which forms part of the audited annual [hbncial
statements of the State Information Technology Agency SOC Ltd for the year ended 31 March 2015. Thisreport
and the annual financial statements comply with the requirements of the Public Finance Management Act No
1 of 1999 (as amended), the SITA Act No 88 of 1998 (as amended by Act 38 of 2002) and the Companies Act No
71 of 2008. The Board of Directors is the accounting authaority in terms of section 49(2) (a) of the PRMA.

2. Nature of Business

The nature of the company’s business is the provision of information technology, information systems and
related services in a maintained information systems security environment to, or on behalf of, participating
national government departments, provincial government departments, and local government. In this regard
the company is an agent of the South African Government, in accordance with STA Act No 88 of 1998 (as
amended by Act 38 of 2002). The company derives all its revenue from ICT services and goods.

3. Registration Details

The company’s registration number is 1999/001899/30. The registered ol de is 459 Tsitsa Srest, Erasmuskloof,
Pretoria, 0001.

4. Ownership
The company iswholly owned by the Government of the Republic of South Africaasrepresented by the Minister

faor Teleecnmmi inicatinne and Phaal Qarvicee Dr Qvahnnna Owele



6. Financial Highlights

The [Abncial performance is set out on pages 105 to 145 of this report.
The group [Abncial performance is summarised as follows:

31 March 2015 31 March 2014

Rand % change
Revenue 5l0Bd678 442 848
Gosssurplus 1134831 917 468
Surplusfor the year —before tax 2071686 070 209.00
Total assets 7584 126 079
Net assets A70815672 558
Cash generated from operations 160 156 016 -66.44

7. Dividends

There were no dividends declared for the current (abncial year (2014: RNil).

8. Internal Controls

The Board has the ultimate responsibility for establishing a framework of internal controls. The controls are
designed to provide cost el"ebtive assurance that assets are safeguarded and that liabilities and working capital
are eﬂiently managed. The interna control environments were e@:tively managed by management and
monitored by the internal audit department. During the year internal controls operated el‘ebtively.

9. Public Finance Management Act (PFMA)

PFMA comnliance



Material losses through criminal conduct, irregular, fruitless and wasteful expenditure
Section 55(2) b of the PAMA requires that STA include in the annual report particulars of any material losses
through criminal conduct and any irregular expenditure and fruitless and wasteful expenditure that occurred
during the [abncial year.

Public Private Partnerships
The company did not enter into Public Frivate Partnership during the current [hbincial year.

Basis of Presentation

The annual [bncial statements have been prepared in accordance with the Sandards of Generally Recognised
Accounting Practices (GRAP) including any interpretations and directivesissued by the International Accounting
Sandards Board (IAB). In terms of these standards (GRAP), in the absence of a standard or pronouncement
comprising the GRAP Cnbncial reporting frameworks that speci@lly applies to a transaction, other event or
condition, management should apply judgement and may consider the following pronouncements; in
descending order, in developing an accounting policy for such atransaction, event or condition.

+  Sandards of GRAPthat have been issued, but are not yet el‘ektive,

Events Subsequent to the Date of Financial Position
« There are no events subsequent to the date of the [hbincial position.

Going Concern

The directors conl#th that they are satis'ell that the company has adequate resources to continue in business
for the twelve month period from the date of this report. For this reason they continue to adopt the going
concern basis for preparing the [hbncial statements as conlithed in the Satement of Responsibility by the

Rnard nf Nirertare nn nana 12
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STATEMENT OF FINANCIAL POSITION

ASAT 31 MARCH 2015

in Rand Note 2015 2014
Assets

Non-current assets 1,008,780,863 874,700,690
Property, plant and equipment 613913014 475,657,828
Intangible assets 291,785,142 245649,205
Non-current portion of Frepayments 10 - 64,211,206
Deferred tax assets 7 103,082,712 89,182,361
Qurrent assets 2717061257 2,821,828,139
Cash and cash equivaents 8 1,539,404,636 1,630,152,938
Trade and other receivables 9 1,022,868,657 1,021,490,046
Income Tax receivable 140478942 91,696,017
Qurrent portion of Rrepayments 10 14,309,022 78489,137
Total assets 3,725,842,125 3,696,528,828
Net assets and liabilities

Net assets 2,730915672 2586,626,536
Share capital 11 1 1
Reserves 12 627,334,546 627,334,546
Accumulated surpluses 2,103581,125 1,959,291,989

Liabilities




STATEMENT OF FINANCIAL PERFORMAN CE

FORTHE YEARENDED 31 MARCH 2015

In Rand Note 2015 2014
Revenue 17 5089678442 4692013369
Oogt of sdes 18 3954,846525 3849400431
Qosssurplus 1,134,831917 842612938
Cther income 19 34,457,302 37317228
Qperating expenses 20 1,083,613962 936,570,443
(Deldit)/ urplus from operating activities 85,675257 (56,640,277)
FAnanceincome 21 160,654,579 147289814
Finance expenses 2 38,333,766 23336437
Surplusbefore income tax 207,996,070 67,313,100
Incometax expense 23 63,706,934 21,891,736
(Del’dt)/Surplusfor the year attributable to shareholder 144,289,136 45,421,364

STATEMENT OF CHANGES IN NET ASSETS

FORTHE YEAR ENDED 31 MARCH 2015

in Rand Share capital Reserve Accumulated Total

surpluses




CASH FLOW STATEMENT

FORTHE YEARENDED 31 MARCH 2015

in Rand Note 2015 2014
Cash [elws from operating activities

Receipts 5,162,983377 4,795897,586
—Seof goodsand services 5,088,469,135 4,716913183
— Fnance income received 74514242 78984403
Payments (5002827,361) (4,318622078)
— Payment to suppliersand employees (4863,307,114) (4,199,381,387)
— Finance costspaid (13,130037) (384,055)
— Income tax paid 30.1 (126390210) (118,856,636)
Net Cash [i6lvsfrom operating activities 302 160,156,016 477275508
Cash [alws from investing activities

Rurchase of property, plant and equipment (194,400,037) (148,620,890)
Rurchase of intangible assets (59994,211) (207,383333)
Proceeds from the sde of property, plant and equipment 3489930 29019
Net Cash [i6wsfrom investing activities (250904,318) (355975,204)

(Cash [@ws from [hlancina activities




STATEMENTOF COMPARSON OF BUDGET AND ACTUALAMOUNTS

FORTHE YEARENDED 31 MARCH 2015

In Rand Note
Revenue a
(ogt of sdles b
Qosssurplus

Cther income c
Qperating expenses d
Qurplusfrom operating activities

Net Financeincome e

Surplusbefore income tax
Income tax expense

Surplusfor the year attributable to shareholder

ACTUAL BUDGET VARIANCE
5089678442 5182472519 —1.7%
3,954,846,525 4,145978,015 —461%
1,134831,917 1,036/494,504
34,457,302 306920,714 1227%
1,083,613962 839,042,159 2915%
85675257 228,143059
122,320,813 52,250,000 134.11%
207,996,070 280,393,059 —25.82%
63,706,934 78510,056 —-18.86%
144,289,136 201,883,003 —28.53%

The budget represented above isthe approved [l budget that hasbeen prepared on the accrual basisfor aperiod of 1 year.

Notes:

a. The variance ismainly due to agency sales aswell asbusiness opportunities which did not materialise asplanned.

b. The variance in respect of cost of salesis mainly due to lower depreciation expenses as a result of underspending on

CAPEX and under expenditure in respect of agency sales.

~  The variance ic mainlv diie tn hinher than exnerted incnme in reanert nf GnvTerh conference ennnanrching



NOTES TO THE ANNUALFINANCIAL STATEMEN T
FORTHE YEAR ENDED 31 MARCH 2015

1. Reporting Entity
The Sate Information Technology Agency SOC Lid (STA) is a state owned company domiciled in South Africa. The
company is primarily involved in the provision of information technology, information systems and related services
in a maintained systems security environment on behalf of participating government departments, including
provincial and local government departments. The [hbncial statements for the year ended 31 March 2015 were
authorised and approved in accordance with aresolution of the Board of Directorson 29 July 2015.

2 Basis of preparation

These [hbincial statements are presented in South African Rands (R, which is the company’s functional currency. They
have been prepared on the historical cost basis except for [abncial instruments which are recorded at fair value.

a. Statement of compliance
The annual [Bhncial statements have been prepared in accordance with the Sandards of Generally Recognised
Accounting Practices (GRAP) including any interpretations and directivesissued by the Accounting Sandards Board
(ASB). In terms of these standards (GRAP), in the absence of a standard or pronouncement comprising the GRAP
[hbncial reporting frameworks that speciléhlly applies to a transaction, other event or condition, management
should apply judgement and may consider the following pronouncements, in descending order of the hierarchy
listed below, in developing an accounting policy for such atransaction, event or condition.
+  Sandards of GRAP (Generally Recognised Accounting Practices) that have been issued, but are not yet el'ettive,
* |IPSAS(International Public Sector Accounting Sandards)
* |IFRS(International Financial Reporting Sandards)

b. Use of estimates and judgements
The preparation of [hbncial statements in conformity with the basis of preparation requires management to make

indnemente adtimatac and aca imntinne that al @kt the annlicatinn af naliciee and renarted amai inte af aceate and
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Signiliehnt accounting policies

The principle accounting policies adopted in the preparation of these [nbncial statements are set out below. The
accounting policiesare consistent with those used to present previousyears[nbncial statements, unlessspecil&hily stated.

Foreign currency transactions

Transactions in currencies other than in Rand are del’lbd as foreign currency transactions. Transactions in foreign
currencies are trandated at the rates of exchange ruling at the transaction date. Monetary assets and liabilities
denominated in foreign currencies are trandated into Rand at the rate of exchange ruling at the reporting date. Non
monetary assets and liabilitiesthat are measured in termsof the historical cost in aforeign currency are tranglated at
the exchange rate ruling at the original transaction date. Any foreign exchange dili&lences are recognised in surplus
or deliett in the period in which the dili&lence occurs.

Financial instruments

FAnancial assets and liabilities are recognised in the statement of [hbncial position when the company hasbecome
party to contractual provisions of the [iabncial instruments.

Al[hbncial asset and a[hbncial liability isinitially recognised at its fair value plus, in the case of a (Abncial asset or a
[(hbncial liability not at fair value through surplus or deléft, transaction costs that are directly attributable to the
acquisition or issue of a[hbncial asset or a[Bbncial liability

After initial recognition, [hbncial assets, including derivative assets, are measured at their fair values, without any
transaction costsit may incur on sale or other disposal, except for the following [abncial assets:

Loans and receivables are measured at amortised cost using the el'gktive interest method.
After initial recognition, [hbncial liabilities are measured at amortised cost using the el&ttive interest method,

except for (hbncial liabilities at fair value through surplus or del’éit. Financial liabilities at fair value through surplus

ardal & inchidina derivativee that are lishilitiee are meaa ired at fair val e



33 Property, plant and equipment

a.

Recognition and measurement

ltems of property, plant and equipment, except land, are measured at cost less accumulated depreciation and
accumulated impairment losses. Land is stated at cost and is not depreciated. The cost of items of property, plant
and equipment comprises its purchase price, including import duties and non-refundable purchase taxes, after
deducting trade discounts and rebates, and any costs directly attributable to bringing the asset to the location and
condition necessary for it to be capable of operating in the manner intended by management.

Where an asset isacquired at no cod, or for anominal amount , itscost isitsfair value as at the date of acquisition.
Purchased software that isintegral to the functionality of the related equipment is capitalised aspart of that equipment.

Where components of an item of property, plant and equipment have dili&lent useful lives, they are accounted for
as separate items (major components) of property, plant and equipment.

Subsequent costs

The cost of replacing part of an item of property, plant and equipment is recognised in the carrying amount of the
item if it is probable that the future economic benel#d embodied within the part will [élv to the company and its
cost can be measured reliably. The carrying amount of the replaced part isderecognised. Repairs and maintenance
costs are not capitalised, they are recognised in surplus or del’éit asincurred.

Depreciation

Depreciation is recognised in the surplus or del&t on a straight-line basisover the estimated useful life of each item
of property, plant and equipment. Land is not depreciated. Depreciation begins when the item of property, plant
and equipment isin the location and condition necessary for it to be capable of operating in the manner intended
by management. Depreciation ceases when the asset is derecognised.

The estimated useful lives for the current and comparative periods are asfollows:

Original useful lives Revised useful lives

» Buildings 17—-53years 5-54years
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Derecognition

The carrying amount of an item of property, plant and equipment is derecognised on disposal or when no future
economic benel 3 or service potential are expected from its use or disposal. The gain or loss arising on the disposal
or retirement of an item of property, plant and equipment isdetermined asthe dili&rence between the sale proceeds
and the carrying amount of the asset at the disposal date and isrecognised in surplus or delcit.

Intangible assets

Intangible assetsthat are acquired by the company are initially measured and recognised at cost. Subsequently they
are carried at cost less accumulated amortisation and impairment losses.

Intangible assets with [hlte useful lives are amortised over their useful economic lives and assessed for impairment
whenever there is an indication that the intangible asset may be impaired. Amortisation is charged to surplus or
del’elt on a straight line basis over the estimated useful lives of intangible assets. The amortisation period and the
amortisation method isreviewed annually and any changesare accounted forin termsof the Sandard on Accounting
Policies, Changesin Accounting Estimates and Errors, as a change in accounting estimate.

Bxpenditure on an intangible item is recognised asan expense when it isincurred unlessit forms part of the cost of
an intangible asset that meetsthe recognition criteria.

Computer software

Computer software is initially recognised at cost. Subsequently it is carried at cost less accumulated amortisation
and accumulated impairment losses. Amortisation ischarged on astraight line basis over the estimated useful life of
the software. Annual license fees on software are expensed in the year of accrual.

Software isamortised over a useful life of between 2 and 26 years.
Research and development

Bxpenditure on research activities, undertaken with the prospect of gaining new scienti€lor technical knowledge
and understanding, is recognised in surplus or deleit in the year in which it isincurred.



35 Leases

Lessee

Leases where the company does not retain a signil&int portion of the risks and rewards of ownership are classileti
asoperating leases. Payments made under operating leases are recognised in the surplus or del&it on astraight-line
basisover the lease term. Lease incentivesreceived are recognised asan integral part of the total lease expense, over
the term of the lease.

There are no items of Property, plant and equipment classil’el as[hbnce leased assets.

Lessor

Rental income (net of any incentives given to the lessee) from operating leasesisrecognised on a straight-line basis
over the term of the relevant lease. Lease incentives granted are recognised as an integral part of the total rental
income, over the term of the lease.

Initial direct costs incurred in negotiating and arranging an operating lease are added to the carrying amount of the
leased asset and recognised, asan integral part of the total lease income on a gtraight-line bads, over the lease term.

Assetsleased to third partiesunder operating leases are included in property, plant and equipment in the statement
of [abncial position.

Determining whether an arrangement contains a lease
The company ensures that the following two requirements are met, in order for an arrangement transacted by the
company to be classi&Hl as alease in terms of GRAP 13:
« Fulllthent of the arrangement is dependent on the use of an asset or assets, and this fact is not necessarily
explicitly stated by the contract but rather implied; and
» The arrangement conveysaright to use the asset or assets, if one of the following conditionsis met:
» the purchaser hasthe ability or right to operate the asset or direct othersto operate the asset; or
» the purchaser hasthe ability or right to control physical accessto the asset; or
«  there is only a remote possibility that parties other than the purchaser will take more than a insignil&hnt
amount of the output of the asset, and the price that the purchaser will pay is neither [x&d per unit of output
nor equal to the current market price at the time of delivery.
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An impairment loss is recognised in surplus or del'¢it whenever the carrying amount of an asset exceeds the
recoverable amount.

The recoverable amount of an asset is the higher of the asset’s fair value less costs to sell and it’s value in use. Fair
value less coststo sell isdetermined by ascertaining the current market value of an asset after deducting any costs
relating to the relisation of the asset. In assessing the value in use, the expected future cash [alvsfrom the asset are
discounted to their net present values using a pre-taxation discount rate that rel&kts current market assessments of
the time value of money and the risks specil¢lto the asset.

A previoudly recognised impairment lossis reversed if the recoverable amount increases asa result of achange in the
estimates previoudy used to determine the recoverable amount, to an amount not higher than the carrying amount
that would have resulted, net of depreciation and amortisation, had no impairment lossbeen recognised. A reversal of
an impairment loss is recognised asincome immediately if the impairment was recognised previoudy asan expense.

Employee benel#s

Defined contribution plan

A delnkd contribution plan is a post-retirement benel¥blan under which the company pays [xéd contributions
into a separate company and will have no legal or constructive obligation to pay further amounts. Obligations for
contributions to delhkd contribution pension plans are recognised as an employee benelf bxpense in the surplus
or del'&it when they are due. Prepaid contributions are recognised as an asset to the extent that a cash refund or a
reduction in future paymentsis available.

Defined benefit plan

The post retirement benelt plan isadelibd benel t plan. Medical benel $ are provided for all permanent employees
viathree medical funds. All contributions paid are charged to the surplus or del€it in the year to which they relate.
The company provides post-retirement health care benel#3to aclosed group of qualifying employees and retirees.
The entitlement to post-retirement health care benel#3isbased on the qualifying employee remaining in service up
to retirement age. The expected cost of these benels are accrued for over the period of employment, using the
projected unit credit method. Annual valuations of these obligations are carried out by independent qualileli

artilariee  Anv artiiarial naine nr lnaeac aridinn franm avnerienre adiliddmente and rhannec in artiiarial aca iImntinne
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Shortterm benefits
Short-term employee benelbbligations are measured on an undiscounted basis and are expensed asthe related
service is provided.

Aliability is recognised for the amount expected to be paid under short-term cash bonus plans if the company has
apresent legal or constructive obligation to pay this amount as a result of past service provided by the employee
and the obligation can be estimated reliably.

Provisions

Provisions are recognised when the company hasapresent legal or constructive obligation asaresult of past events;
it is probable that an outlalv of resources will be required to settle the obligation; and the amount can be reliably
estimated. Provisions are not made for future operating losses.

Provisions are measured at the present value of the expenditures expected to be required to settle the obligation
using a pre-tax rate that re&bts current market assessmentsof the time value of money and the risks specil¢lto the
obligation. The increase in the provision due to the passage of time is recognised as an interest expense.

Revenue

Revenue comprises amountsinvoiced to customers for goods and services and isrecognised at the fair value of the
consideration received or receivable, and excludes value added tax.

Revenue from the sale of goods is recognised when signilehnt risks and rewards of ownership of the goods are
transferred to the buyer, recovery of the consideration is considered probable, the associated costs and possible
return of goods can be estimated reliably, and there isno continuing management involvement with the goods.

When the outcome of a transaction involving the rendering of services can be estimated reliably, revenue associated
with the transaction shall be recognised by reference to the stage of completion of the transaction at the reporting

date The aiitenme af atrancantinn can he adimated ralishlv when all the fallawina eanditinne are catid &H-



310 Finance income

Fnance income comprises interest income earned on funds invested, interest charged on overdue customer
accounts and adjustmentsin terms of GRAP 104

Interest is recognised on the time proportion basis using the eligttive interest method over the period to maturity,
when it isdetermined that such income will accrue to the company.

311 Finance expenses

Fnance expenses comprise interest and penalties payable on overdue accounts and adjustmentsin terms of GRAP
104. Interest is calculated and recognised in surplus or del’elt using the el'&ktive interest method.

312 Taxation

Income tax comprises current and deferred tax. Income tax expense is recognised in surplus or del'¢it except to the
extent that it relatesto itemsrecognised directly in the statement of changesin net assets.

Current taxation comprises tax payable calculated on the basis of the expected taxable income for the year, using
the tax rates enacted or substantively enacted at the reporting date, and any adjustment of the tax payable for
previous years.

Deferred taxis recognised in respect of temporary dil‘étences between the carrying amountsof assets and liabilities
for (bncial reporting purposes and the amounts used for taxation purposes. The amount of deferred tax provided
for isbased on the expected manner of realisation or settlement of the carrying amount of the assets and liabilities
using the tax rates enacted or substantively enacted at the reporting date. The e[&kts of deferred taxation of any
changes in tax rates is recognised in the surplus or deleit, except to the extent that it relates to items previously
charged and credited directly to the statement of changesin net assets.

A deferred tax asset is recognised for unused tax losses, tax credits and deductible temporary dil’glences, to the

avtent that it ie nrahahle that fiifnire tavahle nral #22 will he availahle ansingt which the accnciated 11n11ead tay lnacac



313 Related parties

The company operatesin an economic environment currently denominated by entitiesdirectly or indirectly owned
by the South African government. Asaresult of the constitutional independence that isguaranteed for the dillent
gpheres of government, only partieswithin the national sphere of government are considered to be related parties.

Key management is de[nkd as being individuals with the authority and responsibility for planning, directing and
controlling the activities of the company.

Cose family members of key management personnel are considered to be those family members who may be
expected to in(iknce, or be in[ienced by key management individualsin their dealings with the company.

All related party transactions are disclosed in terms of the requirements of IPSAS20 Related Party Disclosures. The
objective of the standard and the [hhncial statementsisto provide relevant and reliable information and therefore
materiality is considered in the disclosure of these transactions.

314 Irregular, fruitless and wasteful expenditure

Irregular expenditure isdelhkd as expenditure incurred in contravention of or not in accordance with arequirement
of any applicable legislation.

Fruitlessand wasteful expenditure represents expenditure that was made in vain and would have been avoided had
reasonable care been exercised.

Al irregular, fruitless and wasteful expenditure are charged in surplusor del'élt in the period in which they are identiledi.

315 Cash and cash equivalents

Cash includescash-on-hand and cash with banks. Cash equivalents are short-term highly liquid investmentsthat are
held with registered banking institutions with maturities of three months or less and are subject to an insignimnt
risk of change in value.



4. Property, plant and equipment

in Rand land  Buildings  omputer OLite Vehides Total
Equipment furniture

At 31 March 2015
Cost
Belance at beginning of year 24743595 264162979 638,176,743 112968539 1,148757 1,041,200613
Additions and improvements - 2465907 169,367,048 2567083 — 194400037
Disposals/ Retirements - (60975 (16448012 (598,715) (232456) (17,340,158
Balance at end of year 24743595 266567911 791095779 134936907 916301 1,218260,493
Accumulated depreciation
Balance at beginning of year — 102870313 388608917 73309,880 753675 565542785
Depreciation charge - 5,183,049 37486844 5,870,067 49,122 48589082
Disposals/ Retirements - (45677) (9,096373) (437,555) (204,783) (9,784,339)
Balance at end of year — 108007685 4169993838 78,7423R2 598014  604,347479
Net carrying amount 24,743,595 158,560,226 374,096,391 56,194,515 318,287 613,913,014
At 31 March 2014
Cost
Belance at beginning of year 24743595 261936023  585070,709  111,909686 1,148757 984808770
Additions and improvements - 2256532 141,669,266 4695092 — 148620890
Disposals/ Retirements - (20576) (83563232 (3636,239) - (92229047)
Balance at end of year 2474359 264162979 638,176,743 112968539 1,148757  1,041,200613
Accumulated depreciation
Belance at beginning of year - 93318,168 436819697 74487573 831,200  605456,638
Depreciation charge - 9574904 9841,264 1,771,643 —77525 21,110,286
Disposds/ Retirements - (2759)  (58,052,044) (2949.336) - (61,024,138)
Balance at end of year - 102870313 383608917 73,309,880 753675 565542785

MNA = AN A

dAnd AAAN AA~A

AAA FA= AAA

AN AFA AFA

AAF AAA

A= AF= AAA



Intangible assets

Internally generated

in Rand Intangible assets intangible asset Total

At 31 March 2015

Cost

BAance at beginning of year 193.272,6%4 346,243408 539516,102
Additionsand improvements 6,099,245 53,894,966 59,994,211
Disposas/ Retirements (44,288) - (44,288
Balance at end of year 199,327,651 400,138374 599,466,025
Accumulated amortisation

Balance at beginning of year 118,752,399 175,114,408 293,866,807
Amortisation charge 13,852,566 - 13,852,566
Disposas/ Retirements (38490) - (38490)
Balance at end of year 132566475 175114408 307,680,833
Net carrying amount 66,761,176 225,023,966 291,785,142
At 31 March 2014

Cost

Bdance at beginning of year 203,050,505 168,942,765 371993270
Additions and improvements 30,082,690 177,300,643 207,383,333
Disposals/ Retirements (39,860,501) - (39,860,501)
Balance at end of year 1932726%4 346,243408 539,516,102
Accumulated amortisation

Bdance at beginning of year 145845513 - 145845513
Amortisation charge 2085566 - 2085566
Disposas/ Retirements (29,178680) - (29,178,680)
Impairment - 175,114,408 175,114,408
Balance at end of year 118,752,399 175,114,408 293,866,807




6. Capital and Operational commitments

in Rand 2015 2014
Budgeted and contracted for 255974,751 329,076,990
255,974,751 329,076,990

The capital and operational commitments are funded through the company’s operational activities.

7. Deferred tax assets

Deferred tax assets are attributable to the following:

oron Spomenoledd s o
Movement in impairment on trade receivables 5439344 66,470,320 61,030,976
Movement in asset impairment - 49,032,034 49,032,034
Accrud for leave pay benel 13 1877297 20,207,679 18,330,382
Rost-retirement medical benel 18 5090,120 35,634,809 30594639
Income received in advance (13910,128) 50,130,219 64,040,346
Notiond interest adjustment 55,146 823989 768842
Leases (129622) 3053% 435018
Repayments 8985216 (2003,264) (10988479)
Section 24Cdlowance 14275553 (49,764,794) (64,040,346)
Depreciation/amortisation (7,782576) (67.803676) (60,021,101)
13,900,351 103,082,712 89,182,361




















































































